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Veaaja ce [TpaBunnuk o 6e36e1HOCTH HHQOPMAIIMOHO KOMYHUKAIIMOHHUX
cucrema y Kiunuiy 3a HeypoJOTHjY W ICHXHUjaTpHjy 3a Jely W OMIaJIHHY,
KaKo je jaTo y marepujany, Koju je y npuiory OJulyKe W YHHU BCH CaCTaBHU
JIe0.

' Hpence,unmc VupasHor ogdopa
Ilpod. ap Ilpeapar Crankosuh



Ha ocHosy unaxa 8. 3akoHa o wHbopmauuoHo] GeabearocTy ("Cnyxbenn rnacHuk PC", Bpoj 6/2016,
94/2017 w» 77/2019), ynara 119. ctae 1. Tauka 1. 3akoHa 0 3apaBCTEEHO] 3aWTUTH (,CryXBeHn rnacHuK
PC' 6poj 25/19), unawa 2. YpepBe o Gnuxem cagpxajy akta o 6e3befHOCTM WHHOPMALMOHO-
KOMYHUKaLMOHUX cucTema o nocebHOor 3Hauvaja, HauMHy NpoBepe WMHOPMALMOHO-KOMYHUKALMOHNX
cuctema oa nocebHor sHayaja u cagpxajy W3BewTaja o npoBepy WHPOPMALMOHO-KOMYHWKALWOHOT
cuctema of nocebHor swadaja ("Cn. rnacHuk PC", 6p. 94/2016) v 4naHa 33. Craryra KnuHuke 3a
Heypomornjy W ncuxujaTpujy 3a geuy W oMnaawHy, YnpaeHu opbop KnuHuke 3a Heyponorujy u
ncuxujaTpujy 3a geuy W omnagwHy, Ha [pBOj penoBHOj cegHWuu oapxaHoj AaHa 21.10.2022. rogwHe,
AoHocK

NMPABUNHUK
o 6e36egHOCTM MHPOPMALMOHO - KOMYHUKALMOHOI CUCTEMA

. YBOOHE OOPELOGE
Ynaw 1.

Osum npaeunHuKkom, y ckriagy ca 3akoHom o WHopmauuoHo] besbegroctu ("Cnyx6ern rnacHuk PC",
Bpoj 6/2016, 94/2017 n 77/2019) n Ypenbom o Gnuvxkem cagpxajy akra o He3begHocTM HPOPMAaLIMOHO-
KOMYHUKALMOHUX cucTema of mnoceBHor 3Hayaja, HauwWH npoBepe WHMOPMAaLNOHO-KOMYHUKALUUOHUX
cuctema of noceGHoOr 3Havaja W cagpkaj M3BelWTaja 0 MPOBEPU MHMOPMALMOHO-KOMYHWKALWMOHOT
cucTtema o nocefHor 3Hadvaja ("Cn. rmacHuk PC", Bp. 94/2016), ytepRyjy ce mepe 3awTtuTte, NpuHUWNMI,
HauMH 1 npolefype nocTuiakka W OApXaBawa afeKkBaTHor HuBoa BesbenHoCTH cUCTEMa, Kao M
oBnawherwa ¥ oproeopHocTW y Be3w ca beabegHowhy u pecypcuma WKT cuctema Knuuuke 3a
Heypomrorujy U ncuxujaTpujy 3a aeuy n omnanudy, ap Cyboruha 6a, Beorpag (y Aarsem TekcTy: KnuHuka).

YnaH 2.

Mepe nponucaHe oBUm NpaBWMHWKOM Ce OJHOCE Ha CBE& opraHusauvoHe jeauHuue KnuHuke, Ha cee
3anocreHe - KOPUCHUKe WHOpMaTUYKMX pecypca, kao v Ha Tpeha nuua Koja kopucte WHMopMaTUUKe
pecypce KnuHuke.

Henowtosarwe oApeaby OBOr NpaBunHUKa NOBNAYA QUCUMNIUHCKY OArOBOPHOCT 3an0OCheHor KoprcHMKa
MHOPMaTUYKNX pecypca KnuHuke.

Ynan 3.

3a npahetse npuMeHe osor npasunHuka obasesyje ce nuue Koje oGaBrba nocnose wHoMmaTUuapa y
Knuruuw, y cknagy ca MNpaBunHUKoM 0 opradusaumju u cuctemartusaumnjy nocnoea y KnuHuuu (y garem
TeKcTy: AQMUHUCTPATOP).

YnaH 4.

MojeauHn TEPMUHI y CMUCTY OBOT NpaBMnHuka uMajy cnegehe sHavere:

1) undopmaumnoHo-komyHukaumonm cuctem (MKT cucrem) je TEXHOMOWKO-OpraHv3auMoHa UenvHa
koja obyxsara:

(1) enexTpoHCKe KOMYHUKaLMOHe MpeXe y CMUCNY 3aKOHa Koju ypefyje enekTpoHcKe KOMYHUKaLmje;

(2) ypehaju wnu rpyne mefycobHo nosezaHux ypeRaja, cy Takeu ypehaju y OKBUPY KOjUX ce, OAHOCHO
y okeupy 6Gapem jenHor us rpyne ypehaja, BpwwW ayTomartcka ofpaga nogaTaka kopulwhersem
padyHapcKor nporpama;



(3) nopaTtke koju ce noxpareyjy, 06pafyjy, npeTpaxyjy unw npeHoce nomohy cpeacTasa s nogtay. (1) u
(2) oBe Tayke, @ y CBpPXY HM1X0BOr paga, ynotpebe, 3awTnTe unu oapxasarea;

(4) opraH13auMoHy CTRYKTYPY nyTtem koje ce ynpasrba UKT cuctemom;

2) vHcpopmaumoHa BeabeaHoCT npeacTasrka ckyn mMepa koje omoryhaeajy fa nofaum kojuma ce pykyje
nytem WMKT cuctema Byny sawrtuhedu o HeosnalwheHor npuctyna, Kao 1 4a ce 3alTUTV WHTEMPUTET,
pacnonoX1MBocT, ayTEHTUHHOCT ¥ HEMOPELMBOCT TUX Nogartaka, Aa 6w Taj cuctem yHKUMOHIUCAO Kako je
npeaevileHo, kaga je npegskfheHo 1 Nog koHTponom osnalwherux nuua;

3) TajHOCT je CBOjCTBO KOje 3Hauwn Aa nojartak Huje LOCTynaH HeosnawheHuM nuunma;
4) MHTErpyUTeT 3Ha4M O4YBAHOCT M3BOPHOr CaApxaja U KOMNNETHOCTW NOAATKE,

5) pacrionoXMBOCT je CBOJCTBO KOje 3HauM Ja je nojaTak poctynad u ynotpebrovs Ha 3axTes
osnawheHux NULa oHAA kaaa um je notpeban;

6) ayTeHTMUYHOCT je CBOJCTBO Koje 3Hauu da je moryhie NposBepwuTW 1 NOTBPAWTY Aa j& NoaaTak CTBOpWO
MM MOCINa0 OHaj 33 Kora je AeKnapyucaHo A4a je Ty pafky U3BpLInO;

7) HenopewuMBOCT npeacTasrba cnocobHOCT fokasvBata fa ce poroawna ogpefeqa pagwa wnn ga je
HacTynuo oapefeHu porahaj, Tako Aa ra HakHaaHo Huje moryhe nopehu;

8) pmamk 3Haus MOryhHOCT Hapywasawa wHpopmauwone ©GesbeaHocT, oAHOCHO MoryfiHOCT
Hapyliapawa TRJHOCTW, WUHTErpuTeTa, PacrionoXMBOCTM, ayTEHTWYHOCTW WM HENOpPeuMBOCTM nogaraka
Wny HapyLiaeara ucnpaeHor dyHkumorncama UKT cuctema;

Q) yrnpaBr.ame PUINKOM JE CUCTEMaTU4YaH CKYNn Mepa Koju YKIbydyje nnadvupare, OpraHu3oBarbe W
ycMepaeare akTUBHOCTU kako Bu ce oBesbennno fa pvsnLy OCTaHy Y NPOMMCEHWM W MPUXBaTILUBKUM
OKBUPUME;

10) 6e3begOHOCHM WHLMAOEHT je YHYTpalliea Wnn CnorbHa OKOMHOCT unm porafaj kojum ce yrpoxasa
urv Hapylwaea wHdopmauwoHa 6esbeaHocT;

11) mepe zawTute VKT cucTema cy TexHUUKe v opraHusaluoHe mepe 3a ynpasrbare GesbenHocHUM
puanuuma NKT cuctema;

12) Tectuparse WKT cucTema 1 TecTUpalse AeNOBa MCTOT, NoApa3yMeBa Cce NpoueHa NPoMeHe cara
CMCTEMa, O4HOCHO [enoBa cuctema, koju cy yHanpefeHn Unn 3NoXeHn NpoMeHama,

13) npouec Ttectupawa WKT cucrema nogpasymesa npouec ynotpebe jegHor wnv Bulle 3apaTix
oBjekaTa nog nocebHiM okonHocTuma, aa bu ce ynopegune akTyenHa U o4ekueaHa noHalamwa.

13) TajHm nopaTak je NogaTak Koju je, y Cknany ca nponucuma o TajHocTh nogaraka, oapefleH 1 osHayeH
ofpefeHnM CTeneHoM TajHoCTy;

14) MKT cuctem 3a pag ca TajHum nogauyumva je MKT cuctem koju je y cknapy ca sakoHom ofpefleH 3a
paf ca TajHuM nogauuma;

15) komnpomuTyjyhe enextpomarHeTro 3payetbe (KEM3) npeacraema HeHamepHe enekTpoMarHeTHe
emMucuje NpurvKom npeHoca, cbpage wunw dyBawa nogartaka, HujuM NpUjeMoM W aHanuW3oM ce MOXe
OTKPWTW Caapaj TUX nogataka,

16) kpunTobe3beOgHOCT je KOMNoHeHTa MHdopmaunoHe BeabegHocTh koja obyxBaTa KpUNTO3ALUTUTY,
ynpaeroare kpunTtoMaTepujanma v passoj MeToaa KpurTosatuTuTe;

17) kpUNTO3aWTKHTA je NpUMEHa MeToAa, Mepa W nocTynaka pagu TpaHcdopmucarba nogaTaka y obnuk
Koju ux 32 oagpefeHo Bpeme Unu TpajHo YMHW HEJOCTYNHUM HeosnalwheHnm numma;



18) kpunTorpadcku npousBoA je codTBep Uni ypehaj nyTem kora ce BpLUN KPUMTO3aLUTITA;

19) «kpunTomaTepujanu Ccy kpunTorpadpcku MPOW3BOAW, NOAALM, TexHUYKa OoKyMeHTauwja
KpunTorpadckux nponseoga, Kao u ogroeapajyhu kpunrorpadckm Keyyesu,

20) bezbepgHocHa 30Ha j& NPOCTOP WKW NpPocTopuja Y Kojoj ce, y ckrmady ca mponucuma o TajHoCTH
nofaraka, obpahyjy u YyBajy TajHu nogaum;

21) undhopmaumuoHa gobpa cy CBU pecypey Koju cagpxe NocnoBHe MHopmalinje, OGHOCHO, MyTEM Kojiux
ce Bplun u3paga, obpaga, Yysarbe, npeHoc, Opucare W yHuwTaeawe nogartaka y WKT cuctemy,
yKrbydvyjyhit cBe enekTpoHcke 3sanuce koju obyxeartajy nogatke y gatorekama v 6Gasama noaataka,
nporpamckin k8a, padvyHapcky onpemy, mobunHe ypefaje, 6aze nogaTtaka, NOCNOBHE annMkauuje,
KOHpUrypaLwjy xaphBepckMx KOMNOHEHATa, TEeXHMMKY W KOPUCHWYKY AOCKYMEHTauuly, YHyTpallre
npasvnHuke koju ce ogHoce Ha KT cuctem koju obyxBaTajy nogatke y gatoTekama w Gazama nogaraka,
npoueaype v cnu4Ho;,

22) VPN (Virtual Private Network) je "npusaTHa" KOMyHMKaLNOHa Mpexa Koja omoryhasa kopucHULMMa
Ha pasfheojeHuM nokayujama Aa NpPeko jaBHe Mpexe jelHOCTaBHO oapKaBajy 3awTheHy KoMyHuKaunjy;

23) MAC appeca (Media Access Control Address) je jeauHctseH 6poj, KojuMm ce BpLuw naeHTuhukauuja
ypehaja Ha mpexu,

24) Backup je pesepBHa Konwja nogaraka,

25) Download je TpaHcthep nogartaka ca ueHTpanHor padyHapa unv web npeseHTauuje Ha nmokanHu
padyHap;

26) UPS (Uninterruptible power supply) je ypehaj 3aa HenpeknaHo Hanajawe enekTpUuYHOM eHeprujom;
27) Freeware je BecnnataH codTBep;

28) Opensource je cothTBEp OTBOPEHOr KOAA,

29) Firewall je "sawmutHu 31g" OLHOCHOCWCTEM NPEKO KOra Ce BPLUW HaL30p W KOHTpOnuLie npoTok
MHbopmaLija namenRy nokanHe Mpexe W UHTEpHeTa y Uurby oHemoryhaearwa anoHaMmepHux akTusHOCTY,

30) MobBunuu ypehaju cy cBi NpeHOCHW enekTpoHcKW YpeRajn HamerbeHy 3a KOMYHWUKAUNjY Ha AarbuHY,
W TO MpeHocWMBW padvyHapw, TabneTw, mobunHu TenedoHn, PDA v ceu apyru mobunHu ypeRaju koju
cajpxe nopartke v umajy MoryfHOCT noBesnBarka Ha Mpexy;

31) USB unw chrews memopuja je cnosbilien MEZVjYM 33 CKN3AMWTERE NoAaTaKa;
32) CD - ROM (Compact disk - read only memory) ce KOPUCTN ka0 MESWYM 33 CHUMare NoaaTaka;
33) DVD je onTuuku AWCK BUCOKOr KaNaLMTETa KOju C& KOPUCTU Kao MEegWjyM 33 CKNaguLLITE e NogaTaKa;

34) 3anocneHW-KOPUCHMK je nuue Koje je samocneHo y KnuHuuw, Ha HeoppeReHo unu Ha ofpeheHo
BpemMe, Kao W nuue Koje je pafHO aHrakoBaHO MO OCHOBY yroBOpa BaH pajHor ogHoca, a Koje uma
nNpUCTyn uHpopMmauuoHum aobpumMa KnvHuke unu kopucth nHhbopmauunoHa nobpa KnuHuke;

35) Tpajuo Gpucawse nogpaszymeBa npouenypy Opwcaka rnogataka Ha Taj Ha4yWvH Aa Ce uCKIbydyje
moryRHOCT HakHagHor nospahaja Tux nofataka, a y cknady ca npenopykom NIST 800-88 Revision 1.
il. MEPE 3ALUTUTE

Yran 5.

Mepe sawTtute KT cucTema o4HOCE Ce Ha ENeKTPOHCKE KOMYHUKaLMOHe Mpexe, enekTpoHcke ypehaje
Ha Kkojuma ce JyeBa W Bpww obpaga rnopataka kopullherseM pavyHapCcKor nporpama, onepaTtueHe wu
annukaTueHe padyHapcke nporpame, nporpaMcku Kon, noaaTtke koju ce vysajy, obpafyjy, npetpaxyjy unu
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npeHoce nomoRy enekTpoHckux ypeRaja, opraHusauvoHy CTPYKTYPY nyTem koje ce ynpasrea WKT
CUCTEMOM, KOPUCHMHYKE Hanore, TajHe uHdopmauunie 3a npoeepy BepofOCTOJHOCTU, TEXHUYKY W
KOPUCHUYKY OOKYMEHTaUMjy, yHYTpallke OnlTe akTe W npoueaype.

YnaH 6.

Mepama szawtwte WKT cuctrema ce obesbefyje npeseHuuja of HacTaHka wHUMAEHATa, OAHOCHO
NMpeeBeHUMja ¥ MWHUMM3AUWja LWITeTe 04 WHUMWAEHaTa KOoju yrpoXaeajy BpLIEHe HafnexHocTH W
obaBmatkbe AenaTHocTKh, a NocebHo ¥ OKBWPY NpyXaksa ycnyra ApyrumM niuuma.

Ynau 7.

CBW 3anocneHy W pagHO aHraXoBaHW NO OCHOBY YroBopa BaH pafjHoOr ojHoca, Kojuma je noaesbeH
MpucTyn NOBEPSbUMBMM uHOpMaUWjama, Mopajy noTnucaTti cnopasym O NOBeprbMBOCTA U 3aLUTUTK
nogaraka v uHdopmauuja og Tpehux nuua, rnpe Hero WTO MM Ce OO3BONW MPUCTYN onpemin 3a obpaay
nHdopmauija.

Ynaw 8.

OupexTop KnuHike n AOMUHUCTpaTOp CYy AVXHW Aa npeaysmy mepe paiu crpedaeaka HeosnawheHor
duandKor NpucTyna npocTopujama, Yy Kojuma ce Hanase ypefaju, kao u crnpedvasare owTeherwa n
omeTara Hgopmalwmja.

1. OprakM3saumoHa CTPYKTYpa, ca yrepheHumM NocnoBuMa ¥ OOroEOPHOCTUMA 3aMOCNEHMX, KOjoM
ce OCTBapyje ynpaBreawe WHpopmauuoHom Geabeprowhy y okBupy KnuHwuke

Ynaw 9.

LupekTop KnuHuke je ayxaH Aa 3axTesa 04 CBUX 3anOCnernx U pagHo aHraXoBaHuX nuua ga npumMetsyjy
Mepe sawTute 6eabenHoCTH, ¥y CKNady ca OBUM akTom W Baxxehum npouegypama.

Oupektop KnuHuke, y unrby passoja, uMnnemMeHTaluunje n oapxasara cuctema 3awrtute v besbegHocTu
nogartaka obeabefyje ycnoee 3a WHTErpaunjy KOHTROMNHMX MEXaHW3ama Tako LUTo:

- 06e3behyje ga ce nNocTynuy 3aWwTUTE CNPOBOAE HA OPraHW3oBaH HauyvH 1 y cknany ca npoueaypama v y
KOHTUHYUWUTETY;

- obesbenn s3awTuTy wHOpPMauMja W NOJATKR Ca CAMYHUM NPOoduUNoM  OCET/BMBOCTU W
KapakTepucTuKama Ha jefHak HauvH y CBUM OpraHu3aunMoHuM jeauHuuava KnuHuke;

- ofe3begn cnposoferwe nporpama 3aWTWTe Ha KOH3UCTEHTaH W yjeaHayeH HauyuH y  CBUM
OpraHn3aunoHuM jeguHvuama KnuHuke.

Ynan 10,
[onerbuBatee agMUHNCTPATOPCKUX Npasa Ha NPUCTYN BPLUW CE Ha OCHOBY OAnyke aupekTopa KnuHuke.

AAQMMHUCTPaTOpPCKa Npasa Ha NpucTyn koja Tpeba [QoJennTi KOPUCHUYKOM WAEHTMUKaTopy Apyraduja cy
0f OHUX KOja C& KOPWUCTE 33 PefOBHE aKTUBHOCTM.

PepnosHe nocnoBHe akTWBHOCTM HE MOry ce BpLWTH U3 AAMUHUCTPATOPCKUX  KOPUCHUYKMX
naeHTuduKkaropa.

KomreTeHuUuWje KopucHUKa ca agMUHUCTPATOPCKUM NpaBuMa Ha NpucTyn ce pedoBHO NPevucnuTyjy paau
npoBepe Aa N cy y cknafy ca obaeesama ucTor.

3abparbeHo je HeoenawheHo kopuwReHe ONWTHX KOPUCHUYKWX WAEHTUdDVKaTopa agmuAncTpaTopa m
MCTO NPeACTaBba HEMOLWTOBaE paaHe ANCUMNIUHE.



Ynawn 11.

Wndbpe 3a npucTyn ONWTKM KOPUCHAYKMM WAEHTUGMKATOPUMA agMUHACTPaTOpa Meksajy ce NpoMeHomM
AgmuHucTpaTopa.

Ynau 12,

AAMUHACTPATOP je OyXaH Ja ce KOHTHHYWpaHo oBy4yaBa y Uty yHanpefherwa TEXHWHKOr U TEXHOMOLIKOr
3Haka, & HapounTo Aa KOHTUHYWpaHo cTudy HosBa u obHaerbajy noctojeha 3Hawa o npouefypama koje
ypeRyjy 6esbegHocT uHopmauuja, y cknagy ca nocnoeuma koje o6aera.

KnuHuka je gyxra ga Agmusnctpatopy o6e3beaw obyky M3 ctasa 1. oBor unaHa.
Ynau 13.

Ceakun 3anocnexu-kopucHuk pecypca MKT cuctema je ogroeopaH 3a 6esbefHocT pecypea MKT cuctema
Koje KopucTy paaw obaBrbarsa Nocnosa U3 CBOJE HaZNeXHOCTH.

Ceakun 3anocnexu-kopucHuk MKT cuctema je gyxad Aa npuctyna uHgopmauunjama n pecypcuma WKT
cucTema camo paav obasrsara pesoBHMX NOCNOBHUX aKTUBHOCTU, Kao M Aa BnaroBpemeHo nHhopmue
AOMWHUCTPETOPa O CBUM CUTYPHOCHUM WHUMAEHTUMa W npobnemuma.

Ynax 14.

CeakoMm 3anocrneHom-KOpuCHUKY ce fogerbyje npaso npuctyna WKT cuctemy y cknagy ca pagHum
3afjaumma koje obaerea.

3anocneHoM-KOPUCHUKY ce [A0AErbYj)Y jeAMHCTBEHW nojauM 3a foroBakwe W jeduHCTBEeHa luudpa 3a
roroBakbe, Koju & He CMejy AenuTU ca APYrMM 3anoCneHUM-KOPUCHULMMA,

Ynan 15.

3a KoHTpony W Hagsop Hap obaBrbakkeM NOCMoBa 3aM0CMNEHWX-KOPWCHWKE, Y UMby 3alWTuTe U
BeabenHocTn KT cuetema, kao v 3a obaerbarbe nocnosBa ua obractn BesbeaHoctn uenokynHor UKT
cuctema KnuHuke Haanexax je AGMUHUCTPaTop.

AnmMuHMACTPaTop je AyxaH Aa obaselwwTasa gupektopa KnuHuke, 0gHOCHO oBnalwheHo fuue o XUBOTHOM
LMKnycy nHpopmMaumnoHux aobapa.

Ynan 16.
Moa nocrnosuma us obnactv besbegHocTu yTpRYjY ce:

- NocnoBu 3awTtute WHhopMauuoHux gobapa, 0AHOCHO CPEACTABa MMOBWHE 33 H3A30p Hag NOCMOBHUM
npouecuma of 3Haqaja 3a uHopmaymoHy besbegHocT;

- NOCIIOBW ynpaersare puanlmma y obnactu nxcopmauvoHe 6e3begHocTi, kao u Nocnoew npeasuieHu
npoueaypama y obnactn nHpopmaunoHe beabegHocTy;

- nocnoeu oHemoryhaeawa, OAHOCHO Cnpevaeaka HeobBnawheHe vNW HEHamepHe WamMeHe, owTeherwa
unu anoynotpebe cpefcrasa, 0AHOCHO MHtbopmaunoHux gobapa UKT cuctema Knnuuke, kao n npuctyn,
nameHe unu kopuwhere cpegcraea bes oenawherwa 1 He3 eBuaeHUMjE O TOME;

- npahex-e akTUBHOCTH, PEBM3NjE 1 HAA30Pa Y OKBUPY ynpaerbaka uHdopmaumoHom 6eabenHolhy;
- obaseluTaBake Haanex+Hux opraKa o uHumgeHTuma y VKT cuctemy, y cknagy ca nponucvima.

Y cnydajy wHumaeHTa AgmuHUcTpaTop ogmax obaBewwTaBa gupektopa KnuHuke, koju y cknagy ca
nponucuma obapeluTaBa HafnexHe opraHe y Lurby pelwasarba Hactanor 6ezbe0HOCHOr MHLMAEHTA.



2. Be3begHOCT papa Ha parbuHy ¥ ynotpeba mobunHux ypehaja

Ynaw 17.

Papn Ha garsuHy v ynotpeta mobuntux ypehaja y MKT cuctemy je moryh camo y3 carnacHocT AupekTopa
KnuHuke.

2.1. Pag Ha gamsuHy
Ynau 18.

Obaerbatbe nocnosa BaH NpocTopuja nocnogasua obyxeara:

- Pag Ha parsuHy;
- Papn oa kyhe;
- BupTyenHo pagHo oKpyXerbe.

TakoRe, pag Ha garbuHy Yy cmucrly osor lNpasunHvka nogpasymesa v Chny4vajese Kaaa je 3anocneHu u
apyru pagHo adrackoBalu obasesaH ga useplin oapefeHe nocnose Ha Mpexn KnuHwke, a Hanasu ce BaH
npoctopuja KnuHuke.

Pan Ha garsuHy moxe ce ocTBaputy kopulherwem mobunuux ypehaja, anu v ypehaja koju Hucy mobunHu
(Ha npumep, geckton padyHapu). YpeRajn koju Hucy MOBWIMHW Mopajy UMaTh NpuMerseHe HajMawe ucre
GesbegHocHe Mepe kao W cpogHn ypeRajw Koju ce Hanase y OKBUPY MpeXe, [OK ce 3a 3allTUTy
KOMYHUKaLUWje Mopajy NPUMEHWUTI VCTE MEPE Kao W 3a 3alUTUTY KoMyHuKalunje MoBunHux ypehaja.

Ynau 19.

ObaBrbatse 3a4aTnx 1 HEONXOAHUX NOCNoBa Ha AarsuHy ypehyje ce nytem Mpoueaype 3a VPN npuetyn
WHopMaLWoHoM cucTemy (y aarsem Tekcty: VPN npoueaypa).

VPN npoueaypa geduHWlie NMpaBuna v ycrnosBe 3a noBesusarse Ha mpexy KnuHuke ca yparsedHe
nokauuje.

VPN npoueaypa ce npuMmersyje Ha CBe 3anocneHe-KOpUCHWKE, Koju kopucTe padyHape unu mobunHe
ypehaje za nosesuBate Ha mMpexy KnuHuke, n ypeflyje npucTyn ca yaarbeHux rnokaumja y cepxy
obaersak-a nocna y MMe W 3a pavyH Knuuuke, ykrbyqyjyfin kopylhewe enekTpoHCKe NowiTe W MpexHnX
pecypca, Kao 1 HauuH npucTtyna mpexu KnuHuke ca yaarbeHux nokauuja.

Ynan 20.
3axTeBu koju mopajy butu ucnyrwenu y VPN npoueaypu cy cneaehu:
- NPUCTYN ¢a yaarbeHnx nokauuja mopa 6utk sawTtuheHd kopuiherwem KpunTosaliTuTe

- PErMCTPOBAaHU KOPWCHWUWM MOpajy YyBaTW NO3NHKE CBOjWX Hamora u He cmejy omoryhutu npuctyn Guno
kom Tpehem nuuy

- npunukom kopuwhera cnyxBeHor padvyHapa 3a MpUCTyn ca yparbeHe nokauuje mpexun Krveuke,
PErMCTPOBaHN KOPMCHWK HE CMe UCTOBPEeMEHO BUTY noBesaH 1 Ha Heky ApYry Mpexy Koja MOoXe yrpoawuTu
6e3begHOCT KOMYHUKaLWje

- MPUCTYN ca yAarseHe nokauuje mopa Bt ogobpeH og cTpaHe AgMuHUCTpaTopa

- cBW ypeRaju Kkojiu cy nosesaHu Ha WHTEpHY Mpexy KnuHUKe npeko yAarbeHux nokauuvja mMopa nmaTw
WHCTanupaHy 3alTnTy ¥ BUudy aHTUBUPYCHe 3aliTuTe



- CBW NOCMOBHW NOAALM KOj\ C& Kpeupajy NpWinKoM paja Ha AarbuHy CKNagulliTe ce y WHOopMaLMoHOM
cuctemy KnmHvke

- NOCNoBHM Nogaun ce, pagn 6eabegHOCTU NCTUX, HE MOTY CKNaAULWTUTA Ha MoBunHumM ypehajuma
Ynawu 21.

Papa Ha farbWHy 3anocnednx unu pagHo anraxoBaHux nuuya ogobpasa AgMmuHUCTpaTop.

2.2. Kopuuherwe mobunuunx ypehaja
Ynawn 22.

Mpoueaypom kopuwhera mMoBunHux ypehaja geduHulle ce Ha4yuH U3udke 3awTuTuTe of Kpahe w
aKTWBHOCTW KoOje je HeonxoQHo npedyseTw y cnyudajy kpahe wnu rybutka mobunHux ypeRaja, oaHOCHO
BeabefHOCHOT MHUWAEHTA, kako He 61 6una HapylweHa GeabeaHocT nogataka KnuHuke.

Ynax 23.

Mpaso Ha kopuwhere mobunHux ypehaja BaH ceguwTa KnuHuke ce cTUYEe Ha OCHOBY MWUCEHOr 3axTesa
3anocneHor-kopucHuka mobunHor ypeRaja ynyheHor AgMuHucTpaTopy.

3anocneHu-kopucHnum pecypca WKT cuctema, mory camo nytem mobwunHux ypeRaja, koju cy y
BnacHuWTBY KrnvHwuke, W Koju cy nofdelleHn of cTpaHe  AOMWHWCTPaTopa 4a MpUCTynajy camo OHUM
nenosuma WKT cuctema koju wm omoryhasajy obasrbarse pagHux 3agaTtaka y OKBWMPY HsMXOBE
HaLMeXHOCTH, 2 Ha OCHOBY MUCaHe CarnacHocTy avpekTopa KnuHuke.

Mo6unsu ypefaju ns ctasa 1. oor 4naHa, mopajy buTi nogelweHun Tako ga omoryhe curypad u 6e3begaH
npuetyn, kopuwherwem VPN mpewe WKT cuctema u nucte MAC agpeca ypefhaja nytem kojux je
[03BOrbEH NPUCTYN, Y3 akTmueaH oarosapajyhn coTBep 3a 3alwTuTy 04 BUpYCa W APYror 3fl0HaMepHor
cohreepa.

Ynawn 24.

AoMUHUCTPaTOp je oarosopaH je 3a sBofere eBmaeHumnje o ceum ypehajuma HameweHuMm 3a pag Ha
AaronHy.

EsnaeHunja o ypehajuma Tpeba ga cagpxu nogaTke koju cy HeonxodHu aa 6w ce ypehaj n/unu KopucHmK
HeBOCMWCNEHO MAEHTUMDUKOBANK, Kao WTo cy npowssofay, mogen, cepwjcku Bpoj, nHBEHTapcku 6poj,
MAC apgpeca, IMSI, IME!, xopucHuk koju je 3agyxwvio ypeRaj W Heroe jeawHCTBEHWM MaTuyHW Bpoj w
CINUYHO.

AIMWHWUCTPATOP je AyXKaH Aa, oamax no npujasu o HecTaHka mobunHor ypehaja, Gnokupa npucTtyn vwctor
mpexu MKT cuctema v KOPUCHWKY NpoMeHn LWndpy 3a NpUcTyn UCToj.

Ynan 25.

Mpuetyn pecypcuma WMKT cuctema KnuHuke ca yharseHuWx nokauwja, o4 CTPaHe 3anocneHux -
KOpUCHUKa, y uurey obaerbaka pagHux 3agataka, omoryheH je nytem 3awrtuhene VPN/uHTEpHeT
KOHeKUWje.

Ynakn 26.

3anocrnerHnma-KopucHULMMa HWje O03BOSBEHO Aa KOpWUCTe MpeXxy KrnvHwke 3a akTMBHOCTM Koje Hucy vy
AOMeEHY NOCnoBHUX aKTUBHOCTW, pagHUX W APyrix 3adaTaka y BE3W ca nocrnoMm W npegMmeToM paga
l"IOje‘ﬂMHaHHOI' 3anocrneHor.

Ynau 27.



HeperucTposaHu kopucHWLM, nyTem MobunHux ypefaja mory Aa npuctyne camo OHUM [enoBuMa Mpexe
KOju cy KoHGWrypucaHu Tako ga omoryhasajy npuctyn VIHTEpHETY anv He W OernoBUMa MPEXe Kpo3 Kojy
ce obaersa cnyxbeHa komyHwukalmja.

Ynan 28.

Mpucryn pecypeuma WKT cuctema, ca npusatHor mobunHor ypeRaja, HWje N03BOILEH, OCMM ako je
mobunHu ypehaj y enacHuwTey KnuHuke, owTteheH u Hwje obeazbefena sameHa wucTor, a Ha OCHOBY
nincaxe carnacHocTi gupektopa KnuHuke.

EBungeHumnjy npusatHux MoBunHux ypefaja, wa ctaea 1. oBOr Ynava, Bogv AIMUHUCTPaTOP.

Ynan 29.

MpuBaTHU ypefajn 3anocneHux-kopucHWKa ca kojux hie ce npuctynatw pecypcuma VKT cuctema mopajy
BUTK nofelweHn of cTpaHe AAMUHWCTpPATOpa W MOTYy C& KOpUCTWTM camo 3a obaerbatse nocrosa y
HaANeXHOCTW 3amnocneHor-koOpucHIKa M TO camo y nepuogy kapa Huje moryhe kopuctuty ypeRaj y
BnacHuWTBy KnuHuke,

YnaH 30.

AgMWHWUCTPaTop je Ayxad Aa npe npeaaje mobundor ypehaja osnawheHom cepsucy, YKONMMUKO KBap Huje
Takee BpcTe ga 7o oHemoryhaea, ypagw .backup” nopataka koju ce Hanase y mobunHom ypehajy, a
notom ux oBpulue us ypehaja, u no noBpaTky U3 cepeunca NOHOBO BpaTu nogartke y mobunHu ypehay.

Ynaw 31.

Y cny4ajy kpafhe, rybutka mobunxor ypehaja wnu Buno kor gpyror gorahaja koju gosoau A0 Hapyliasarea
TajHOCTW 1 WHTEerpuTeTa Nojaraka Koju ce Hanase Ha mobunHom ypeRajy AoMuHUCTpaTop je AyXaH 4a,
oamax no npwjasu 6esbegHocHor vHUwMaeHTa, Bnokupa Hectanom mobunHom ypehajy npuctyn WKT
CUCTEMY N KOPWUCHUKY NPOMEHM LUKDPE 3a NPUCTYn.

Y cny4ajy pa ce npoHahe mobunuu ypeRaj Ynju HecTaHak je npwjaesrbeH, AamuHncTpatop he uasplunTu
TpajHo Bpucarbe KOMMMeTHOr MegujyMa 3a CMeLLTake ONepaTMBHOr CUCTEMa, annukauuja u nogartaka u
MOHOBHY WHCTanauujy onepaTuBHOr cUcTeMa U NoTpebHux annukauuja.

Ynan 32.

AOMUHWCTPATOP CBAKOAHEBHO KOHTpOnuwe npuctyn pecypcuma WMKT cuctema v npoeepasa da nu vima
npuctyna ca Heno3Hatux MobunHux ypehaja (ca Henoavatux MAC anpeca).

YKkonuko ce ycTaHoBM HeoenawmheH npuctyn ua ctaea 1. oBor ynaKa, AAMUHWCTPATOP oAmax O Tome,
nyTem enekTpoHcke nowTe, obaselwTaBa avpekTopa KnuHwke, a Ta MAC agpeca ce yHocu y "block"
nMcTy codTBEPa KOjU C8 KOPUCTI 33 KOHTPONY NpucTyna.

3. O6eabeRnBame ga nuua koja kopucte MKT cuctem ogHocHo ynpaemsajy MKT cuctemom Byny
ocrnocobreeHa 3a Nocao Koju page v pasyMejy CBOjy oAroBopHoCT

Ynau 33.

MKT cuctemom ynpaerba AOMUHWCTPaTOP.

AgMuHWCTpPaTop je pAayxaH [ga cBakor HososarnocneHor-kopucHuka WKT pecypca ynosHa ca
OAroBOpHOCTMMa W npasunuma kopuwhera MKT pecypca KnuHuke, Aa ra ynosHa ca npasunuma
kopuwhera pecypca VKT cuctema, kao v ga BoOW esuAeHUK)y O u3jasama HOBO3aMNOCHEHKUX - KOPUCHWKE
Aa cy ynosHatu ca npasunuma kopuwhera UKT pecypea.



Ynawn 34.

Ceako kopuwherwe WKT pecypca KnuHuke o0f CTpaHe 3anocneHor-kOpUCHWKa, BaH AO04erbeHuX
osnawhera, nognexe [OWUCLMNIMHCKO] OArOBOPHOCTW 3aNOCNEHOr Kao, OAroBOPHOCT 3anocneHor-
KOpucHuKa 3a HeosnawheHo kopuiherwe MMOBUHE.

4. 3awTiTa 04 PU3MKA KOjU HacTajy Npu NpomMeHaMa MOCroBa WK NPecTaHKa pagHOr aHraXoBaK:a
nuua 3anocneHux kog oneparopa MKT cucrema
Ynan 35.

Y cnyyajly rpomeHe nocnosa, OAHOCHO HAaAMNEXHOCTW 3aroOCnNeHor-KopucHUK, Agmuductpatop he
W3BPLUMTW MPOMEHY NpWBUNEruja Koje je KOPWUCHMK-3anocneHW Wmao y Cknajy ca OMMCOM pagHux
3agaraka, a Ha OCHOBY 3aXTeBa NPeTnoCcTaBILEHOT PYKOBOAMOLA.

Yy cnyqajy ApecTaHka pagHor ogHoca, O4HOCHO PagHOr aHraxosarka 3anocneHor-kopucHKa, KOpMCHUYKIA
Hanor ce ykunaa.

3anocneHu-kopucHuLm cy obasesHn ga Bpate cBa WHopmauuoHa Jobpa Kojy KOpWUCTE y CBOM paay
HaKOH NPecTaHka pagHor 04HOCa, OAHOCHO PaAHOF aHTaXoBatha.

ToKoM OTKa3HOT poka 3anocrneHux, AGMWHUCTPaTOP j& AyKaH Aa KOHTpOnWle ga nu ueTu HeosnawheHo
Komupajy, yMHOXaBajy Wnu npeysumajy sawtnheHe wHdopmaumnje KnuHnke.

3anocneHn-KoOpPUCHUK, HaKOH NpecTaHKa pajHor oAHOCa, OAHOCHO pagHor aHraxosara Yy KnuHuuw, He
CMe fia OTKpuBa nojaTke Koju cy o4 3Hadvaja 3a nHdopmauvony 6esbegHoct MKT cuctema.

5. WneHTuhukosame uHtopmMaumoHux aobapa u onpefjuBat-e 0AroBOPHOCTH 33 H-MXOBY 3aWITUTY

Ynan 36.

VindopmauvoHa pobpa KnwHuke cy oHa koja ¢y pedwmHucada y uynany 4. cras 1. Taduka 20) osor
[MpasunHuka.

MpeameT 3awTuTe Cy:
- xapasepcke h copTeepcke komnokeHTe MKT cuctema
- nogauu Koju ce obpafyjy unv Yysajy Ha komnoHeHTama MKT cuctema
- KOPWCHWYKWM HANo3u W Apyrv nogaum o KopucHUUMMa uHdopmaTtuykux pecypea KT cuctema.
6. KnacudpukoBamse nogaTtaka Tako Aa HMBO HUWXOBe 3alWiTUTE O4roBapa 3Ha4vajy nopartaka y
cknaay ca Ha4ernow ynpaeibaka pu3ukom M3 3akoHa o MH(opMaumoHoj 6e3beaHocTn
Ynau 37.

Mopjauw koju ce Hamaie y WMKT cuctemy npeactaereajy TajHy, ako cy Tako geduHucanym ogpesbama
nocebrux nponuca (3akoHa o cnobogHoMm NpucTyny uHopmauuvjama of jaBHor 3Hadvaja ("Cn. rnachuk
PC", 6p.120/04, 54/07, 104/09, 36/10 u 105/21), 3akoHa 0 3aWTUTK nogataka o nuyHocTk ("Cn. rmacHuK
PC", Bp. 87/2018), 3akoHa ¢ TajdocTu nopgartaka ("Cn. rmacHuk PC", 104/2009), kao 1 Ypentom o HayuHy
W NOCTYMNKy 03HavaBara TajHOCTN nofaraka, OAHOCHO dokymeHaTa ("Cn. rmacHuk PC", 6p. 8/2011).

Mopauwn koju ce o3Have Kao TajHu, mopajy Butu 3awrtuhenn y cknagy ca oapeabamva Ypenbe o nocebHum
Mepama 3alWTUTe TajHux nopaTaka y UHMOPMaUNOHO-TENEKOMYHUKaUWOHUM cucTemuma ('Crm. rmacHuk
PC", 6p. 53/2011).



7. 3awTUTa Hoca4a nogaraka
Ynau 38.

AaMuHUcTpaTop e ycrnocTaBuTh opraHv3auujy npucTyna v paga ca nofauuma, noceGHO OHWUMa Koju
ByLy O3HaYeHW CTerneHoM CryKGeHOCTW MMK TajHOCTH Y cknagy ca 3akoHOM O TajHOCTW nojaTaka, Tako

na:

- nogauv v 4oKymeHTH (nocebHo OHW ca 03HaKOM TajHOCTW) MOry Ja ce CHUME (apxusBupajy, sanuvwly) Ha
cepBepy Ha KOME ce CHUMajy nogaun, y donaepy Hag kojum he npaso npucTyna umartu camo 3anocneHu-
KOpUCHULW Kojuma je To npaeo obesbefeHo ognykom gupektopa KnuHuke,

- nogauw v JoKyMeHTW (nocebHO OHM ca 03HaKoM TajHOCTKW) MOry ga ce CHWME Ha Apyre Hocaye
(ekcTepHw xapa avck, USB, CD, DVD) camo of cTpaHe oBnalifeHuX 3anocneHmnx — KOpUCcHUKa.

EBugeHuujy Hocada Ha Kojuma cy cHuMIbEeHM nogauw, soan onepatop KT cuctema u Tu meavjv mopajy
6uT nponucHo obenemeHW U OANOMEHW Ha MecTo Ha kome he BuTtu 3awTtuheHu ofn HeoenalwheHor
npucTyna.

Y cnyvyajy TpaHcnopTa MegMja ca nogauuma, aupektop KnuHuke he ogpeautv 0AroBopHY 0coBy W HauuH
TpaHcnopTa.

Ynan 39.

Y cnyyajy vcTeka pokoBa dyBara nofaTaka Koju ce Hanase Ha Meaujuma, nogaun mopajy Butwu
HenoepaTHo obpucaHu, a ako To Huje moryhe, Takeu Megujn Mopajy 6utn thuanykn ouTehern, OAHOCHO
YHULLITEHW,

8. Orpannyerse NpUcTyna nogauwmMa ¥ cpeicTBMMa 3a obpagy nogaraka

Ynau 40.

Mpuctyn pecypcuma WKT cuctema ogpefleH je BpcTOM Hanora, OAHOCHO A0AErbEHOM YMNOroM Kojy
32n0CneH1-KOPUCHUK UMa.

Ynawn 41.

3anocneHy Koju umMa agMuHUCTPaTopcky Hanor je onepatop MKT cucTtema v WCTW Mma npasa fnpuetyna
ceum pecypcuma MKT cucTema (COTBEPCKMM W XapaBepcKUM, MPeXU 1 MPEXHUM pEecypcuMa) Y Lurby
MHCTanauvje, oapasawa, Nojellasara v ynpaersarma pecypcuma VKT cucrema.

Unan 42.

3anocrieHru-kOpUCHNK MOXe Aa KOPUCT Camo CBOj KOPUCHWMKIA HAMOT Koju je gobuo on AgMuHUcTpaTopa
u He cme aa omoryhv apyrom nuuy Kopulhewe HeroBor KOPUCHWYKOT Hanora, ceM afAMUHUCTPATOPY 3a
nogelsaeare KOpMCHUYKOT Npocuna 1 pagHe cTaHuue.

3anocneHun-KopucHWK Koju Ha Guno koju HauvmH 3noynoTpebu npasa, ogHocHo pecypce WKT cucrtema,
noAnexe KPUBMYHO] U AUCUMNNUHCKO] O4rOBORPHOCTH.

Ynawn 43.

3anocneHn-kKopucHWK gyxaH je ga nowrtyje n cnegeha npasuna GeabegHor v npumeperor kopuwherna
pecypca KT cuctema, n To fa:

1) KOPWUCTN MHDOPMATHUYKE PECYPCE UCKIbYUYKUBO Y NOCMOBHE CBPXE;

2) pasyme W npuxeaTta Aa Cy CBM NOAALM KOJU CE CKMaguwiTe, MpeHoCe unu Npouecupajy y oKBupy
NHOPMaTHYKAX pecypca BnacHUWTBo KnuHuke u Aa mory BuTy npeaMeT Haarneaatwa v npernefamwa;
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3) nocTyna ca NoBeprbMBMM NOJALMMAa Yy CKNaay ca nponucuma, a nocebHo Npuivkom Konupama u
npeHoca noaartaka;

4) Be3beaHo YyBa cBOje NO3MHKE, OAHOCHO Aa UX HE ofaje Apyrum nuuuma, yrbyqyiyhu n HagpeheHe;
5) Mersa No3unHKe carnacHo yTepheHMm npaeunuma;
6) npe ceakor yaaroasarka o4 pagHe cTaHule, ofjaBu ce Ca CUCTeMa, OQHOCHO 3aKkrby4a pagHy CTaHunLy;

7) 3axTeB 3a WHCTanauwjy cotTBepa WNnW xapasepa nofgHocw y nucaHoj cdopmu, onobpeH on cTpaHe
HadenHuka cnyxbe y Kojoj je 3anocnenw pacnopefeH Ha NOCnoBe;

8) obesbenu curypHocT noaaraka y cknagy ca eaxehum nponmcuma;
9) npucTtyna nHpopMaTUYKMM pecypcuma camo Ha OCHOBY EKCNULMTHO AOLEIbEHUX KOPUCHUYKWUX NpaBa;

10) He cMme fa 3aycTaerba paj unv Bpulle aHTUBMPYCHA NPOTrPamM, MeHsa HEeroBe nogelleHe onuuje, HUTKH
fa HeoBnawheHo UHCTaNupa APYrv aHTUBMPYCHU Nporpam;

11) Ha pafgHoj CTaHWLUK HE CMEe Aa CKNaauLLITI CaapxXaj Koju He CNy»Kn Yy NOCNOBHE CBPXE,
12) wspafyje 3awTUTHE Konwje (backup) noaaTaka y cknagy ca nponucaHum npoueaypama;
13) KOPUCTU UHTEPHET W ENEeKTPOHCKY nolTy y KnvHuuW y cknagy ca nponvcaHvm npolesypama;

14) pasyme u npuxeata ga ce oapefjeHe BpcTe WH(POPMATUYKMX UHTEpBeHUWja (M3pafa 3alTUTHUX
KOMuja, axypupare nporpama, NnokpeTame aHTUBMPYCHOT nporpama u cn.) obaersajy y yrepheHo Bpeme;

15) pasyme u npuxearta Aa cBWM NPUCTYNKN MHPOPMATHMYKUM pecypcumMa n uxidpopmaLivjama Tpeba aa 6ygy
3acHOBaHW Ha NPUHUMMY MUHUManHe HeoNXo4HOCTK;

16) pasyme U npuxeata Aa TEXHUKE CUTYpHOCTM (aHTw BUpYC nporpamu, firewall, cuctemn sa geTekumjy
yrnana, cpeacTea 3a Windpupare, cpeacTsa 3a NpoBepy WHTerpuTeTa W Ap.) cnpevasajy noTeHuwjanqe
npetise VKT cuctemy;

17) He cMe fga wHcTanupa, Moawudukyje, UCkrbyuyje ua paga wnu Gpue 3aliTUTHW, CUCTEMCKM WK
annukaTusHn codTeep;

18) pasyme n npuxeata na My je 3abparseHo gaearke ypefiaja apyrum nvuvMma (Ha ycnyry, cepBucrupame
uen.);

189) npuxeaTa yceojeHy onepaTuBHy npoueAypy 3a noTnyHo Bpucake noparaka kaga npecrave notpeba
3a uysarbem ucTux y ypehajy;

20) kpahy wnu ryButak ypahaja mopa 6e3 ognaratsa ga npujasu AOMUHUCTPATOPY, KOjU 3aTUM CNpPOBOAU
aKTUBHOCTU y cMUcny odyBara 6esbepgHocTu nogartaka KnuHuke. Ykonuko ce ypehjaj HakHagHo npoHahe,
netu je notpebHo npefatu AQMUHUCTPATOPY;

21) y uurey 3awTuTe nojataka Ha mobwnHuM ypeRajuma, npuxsaTta ga ASMUHMCTPATOP EBWAEHTMPA
kopuwherse uctux y ogrosapajyhum norosuma, koju he ce y cnylwajy notpebe kopucTutu 3a yrephueare
eBeHTyanHux anoynotpeba.

9. OpobpaBake oBnawheHor NnpucTyna u cnpevyaBawe Heoenawhexor npuctyna MKT cuctemy u
ycnyrama koje MKT cuctem npyxa
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Ynan 44.

Mpaso npuctyna MKT cuctemy umajy camo 3anocneHwKopucHUUM Koju umMajy agMuHWCTpaTopcke Wnu
KOPWCHUYKE Hanore.

Ynan 45.

AOMUHWCTPATOPCKW Hanor je jeAWHCTBEHW Hanor kojum je omoryheH npucTyn u agMmuHucTpauunja cBux
pecypca MKT cuctema, kao u oTBapake HOBMX W uaMeHa noctojehux Hanora.

AAMUHWMCTPATOPCKM HANor MOXE f4a KOpWcTM camo onepatop UMKT cuctema.

Ynan 46.

KOpUCHWYKKM HAnor ce CacTojW Of KOPUCHUYKOT MMEHa W NO3NHKE, KOju Ce MOory yKyuasaTtu Wnu YuTaTy ca
Meduja Ha KoMe MOCTOjM ENeKTPOHCKM CEepTUMWKaT, Ha OCHOBY KOjUX C& BPLWW ayTeHTudukauuja -
npoBepa WAeHTUTETa U ayTopvaauuja - NpoBepa npaea NpucTyna, 0AHOCHO npasa kopuwherwa pecypca
WKT cuctema of cTpaHe 3anocneHor-kopucHuKa,

KopucHuuki Hanor gogersbyje onepatop MKT cucTema , Ha OCHOBY 3axTeBa HadenHuka crnyxbe y kojoj je
sanocneHu pacrnopefleH Ha NocrnoBe W TO TeK HaKOH yHOCa Mojataka O 3anccreHom y codTeep 3a
yrnpaerbare rbyACKAM pecypcumMa, a y cknagy ca notpebama obaerbara NocnoBHYX 3a4aTaka of CTpaHe

3anocrneHor-kopucHuKa.
YnaH 47.

Onepatop MKT cuctema BOOW €BMOEHUM]Y O KOPWCHWYKAM Hamno3uma, NpoBepasjy HiXxoBo kopulherse,
Metsajy npasa NnpUcTyna u ykuaajy KOpUCHWYKE Hanore Ha OCHOBY 3axTeBa HauenHwka cryxoe.

10. YrephuBarke 0AroBOPHOCTH KOPUCHMKA 3a 3alITUTY CONCTBEHUX CPeAcTaBa 3a ayTeHTUKaLujy

Ynawu 48.
KopucHU4KM Hanor ce cacToju 04 KOPUCHUYKOr UMEHa U MOSUHKE.

JloavHka mopa fa cagpXu MUHWMYM OcCam KapakTepa KomMOUHOBaHWX Of Manux W BENUKWX Crosa,
uutbapa 1 cneymjanHux 3Hakosa.

TNo3uHKka He CMe [a CaapXu INiYyHe NoJaTke KOPWCHWKA, Kao LWTO cy NudHo ume, TenedboHckn Bpoj nnn
naTtym poReta U He cMejy cagpxaTi BUllle o 3 y3acTonHa maeHTuyHa 6pojuaHa unu cnosHa 3Haka.

3anocneHn-KOpPUCHULW CY AYXHIW A3 NpuBpeMeHe Lnpe NpoMeHe NPUNYKOM NPBOr NpujaBreuBara.
YnaH 49,

AKO 3anocrneHu-KkopUcHMK nocymMmHa fa je APYro nuue OTKpUNO HeroBy NO3nHKY AyXaH je Aa UCTy ogmax
WU3IMeHn.

3anocneHn-kKoOpUCHKUK AYXKaH je fa MeHa No3UHKY HajMarke jeAHOM Y roguHy gaHa.
McTa noauHka ce He CMe NOHABILATU Y BPEMEHCKOM Nepnoay of ABE roguHe.
Ynawn 50.

anjaBJ'hlﬂBalbe Yy WKT cuctem Knunuke ce BpLWKW YHOLUEH:EM KOPUCHWUYOr MMeHa 1 No3uHKe Ha CTpaHuun
3a npwjasy.

Heosnawhexo ycTtynarse KOPUCHUYKOT Hanora Apyrom nkdy, nognexe OMCUMNIMHCKO] OArOBOPHOCTM.
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11. Mpegeuhawse ogrosapajyfie ynotTpede KpUNTO3aW TUTE PadK 3aWTUTE TAJHOCTU, aYyTEHTUUHOCTH
OOHOCHO MHTErpuTeTa Nogaraka

YnaH 51.
Mpuetyn pecypcima UKT cuctema Knukike 3axTesa nocebHy KpunTo3awTuTy.

AnmuHucTpaTop je 3apyxeH 3a wHcTanauwjy notpeBHor codtBEpa W xapasepa 3a kopullherwse
ceptudhukara.

3anocneHn-KopuUCcHULM Ccy AyxHKU Ja Yyeajy ceoje kBanuduKkoBare enekTpOHCKe CepTUduKaTe Kako He Bu
AOLWNK Yy noceq npyrux nuua.

12. ®uanuka 3awTuTa objekarta, nmpocTopa, NMpocTopMja OQHOCHO 30HA Y KOjUMa ce Hanaze
cpeactBa w gokymeHTn UKT cuctema m obpafyjy nogauu y UKT cuctemy u sawtuta onpeme MKT
cucTema

Ynan 52.

lpocTop y KOME ce Hanase cepBepu, MpeXHa UM KoMyHukauuoHa onpema MKT cuctema, opravnayje ca
Kao aAMUHUCTPATUEHE 30Ha.

AAMWHUCTPaTOpPCKa 30Ha Mopa GuTh BUArbuE0 obenexeHa.

AOMuHMCTpaTOpcka 30Ha Ce& YycrnocTasrba 3a M3nykK npuctyn pecypcuma WKT cuctema vy
KOHTPOMWCaHOM, BWAIBUBO O3Ha4YeHoM npocTopy, koju je obeabefeH mexaHuykom GpaBom W BUAEO
HaA30poM.

AgmuHucTpatopcka 3oHa mopa pa byne obesbefeHa o komnpomuTyjyhier enekTpoMarHeTHor spaversa
(KEM3), noxapa u Apyrux enemeHTapHux Henmoroaa, u y remy Ttpeba pga 6yne oarosapajyha
Temnepartypa (KnuMaTu3oBaH NPocToR), U BNaXHOCT Ba3fyxa 1 Nnocenosatu cucTem 3a obesbefjere.

Mposopu 1 Bpata y aaAMUHUCTPATOPCKO] 30HM MOpajy BUTU CTanHO 3aTBOPEHN.
AaMuHMcTpaTopeky 30Hy Tpeba pefoBHO YACTUTY O NpaLUuHe.

Cepeepu, MpexHa unu koMyHukauvoHa onpema UKT cuctema mopa 6wty sawTuheHa og atMocthepekix
nagasvHa;

AIOMUHUCTPATOPR BPLUIN PEefoBHY KOHTpory cuctema 3a obesbefere, eneKTpOMarHeTHor 3spadyersa,
NPOTUBMNOXapHE 3allTkTe, TemnepaTtype, BMaXKHOCTM Basgyxa Kao W WHCTanauvja 3a Bogy, CTpyjy,
LeHTpanHo rpejare, ernekTpoHCKe KOMYHUKaLMje, kao W Apyrux ycnosa koju mopajy 6uTh UCnyHeHu y
aAMUHUCTPATOPCKO] 30HW.

EsuageHuujy o ynacky y agMWHUCTPaTUBHY 30HY BoAW AOMUHWCTPAaTOP.
Ynax 53.

Cepsepn 1 akTMBHa MpexHa onpema (swifch, modem, router, firewall), mopajy ctanHo BUTY NPUKIBYYEHN
Ha ypehaje 3a HenpeknaHo Hanajawe — UPS.

Y cnydajy HecTaHka enekTpudHe eHepruje, y nepuoay ayxewm of kanaumteta UPS-a, AamuHwucTtparop je
AyXaH fa UCKrby4u onpemy y cknaay ca npouenypama npovasofaya onpeme.

Ypehajun 3a HenpekuaHo Hanajawe — UPS:
1) ce oapxasajy y cknaay ca cnewudukauvjama onpeme nponssofada n Nponucuma;

2) penoBHO Npoueksyje KanaunuTeT NeTnx;
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3) pe4oBHO Nperfeaajy v NCNUTYjy y norneay npasnnHor yHKUMOHWCaba 1 BPLUW Nonpaska KBapoBa,
4) obe3befyje BULWECTPYKO Hanajawe ca pasnuinTnx Tpaca;
AOMWHUCTATOP PEAOBHO NPATK 43 MK CY MCNYHEHW YCNOBW 13 CTaBa 2. 0BOr YnaHa.

13. 3awTtuta om rybutka, owTtehersa, kpafle wnu gpyror obnuka yrpoxasawa GeabenHocTh
cpencTtaea Koja ynHe WKT cucrtem

Unan 54.
Ynas y npocTopujy y kojoj ce Hanaaun VKT onpema, 003BOIbEH je camo AZMUHMCTPaTOPY.

Ocum agMuHUCTpaTopa cuctema, NpueTyn AAMWHMCTPaTOPCKOj 30HW Mory umatu i Tpeha nuua y uurby
WHCTanauuje u cepeuckhparsa ogpefexnx pecypca UKT cuctema, a no npetxoaHom oaocbpersy Anpexkropa
KnuHuke, hy3 npucycteo AQMUHWUCTpaTopa.

MpucTyn AOMWHUCTPaTOPCKO] 30HW MOTY UMarti M 3anocrneHu pacnopefieHu Ha nocrnoBe OApXaeatba
XUrUjeHe y3 NpUCYCTBO ALMUHACTPATOPA.

YnaH 55.

WKT onpewma, uHdopmaumnje unu codTeep ce uamewTajy camo ya opobperwse gupexropa KnuHuke, a
TOKOM W3MELLTaH-a ce npumMmersyjy cnegeha npasuna:

1) avipektop KnuHuke Tpeba aa oApeaun 3anocneHe wnu Apyra nuua koja ie W3BpLUMTUA M3MELUTAHE UCTE;

2) owpektop Knuuke Tpeba ga oApeav BPEMEHCKM MEepuof 3a W3MEWTare W Aa Cce NpoBepasa
ycknaReHoCT NPUMKOM NoBpaTka ucTe;

3) Tpeba LOKYMEHTOBAaTH WAEHTUTET W YNOry NUUE Koja KopucTe unw noctynajy ca WcToM NpUNKom
npemMeluTara 1 oBa JokymeHTauuja Tpefa ga Gyae Bpaheda ca MKT onpemom, uHdopmalujama vunu
cohTEEPOM

YnaH 56.

WKT onpema 13 npocTopuje ce y cryyajy ornacHocTh (Noxap, BpeMEHCKE HeNnoroae 1 Cn.) Moxe ce N3HeTK
n 6e3 opobper-a anpektopa KnnHuke.

Ynau 57.
Monpaeke n cepeucuparwe VKT onpeme moxe obaereatv camo ocobroe oBnawheHo 3a oapxasarse.

Mpunukom cepsucuparea WMKT onpeme oceTrsuee nHbopmauuje tpeba uabpucatv W3 UCTE, OAHOCHO
YroBopom 3akrby4eHuM ca cepBMcepom onpeme mopa Outu gechuHucasa obasesa awTwuTe nogartaka
KOju ce Hanase Ha meamnjuma Koju cy geo UKT pecypea KrinHuke.

AOMWHUCTPATOP O CBUM CYMHWBUM UMM CTBAPHWM HewcnpaeHocTuma VKT onpeme, kao v o LienokynHom
NPEBeHTVBHOM 1 KOPEKTVBHOM OAprKaBaksy UCTE CEe YyBajy 3anucy.

Mpe epahawa WKT onpeme y pag HakoH oapKaeawa, notpebHo je na AgMuHWcTpaTop npernega wucty
kako 6u ce npoeepwno Aa Huje HeosnawheHo kopuwhera unu owTtehexa,

Ako ce MKT ornpema usHocn ua objexta KnwHwke pagu cepeucuparsa, nopef opobpera aupekTopa
KnuHuke, noTpebHO j& caulH1TIK 3amnnucHUK ¥ KOMe Ce HaBogM Ha3vB W TUN onpeme, cepujckv 6poj, Hasns
cepBucepa, MMe W Npeanme osnalwhenor nuua cepeucepa.

Ynan 58.

Y uwrby obesbefueawa ucnpasnor v BesbepHor dyHkumoHucarwa WKT cuctema, feduHuwy ce
npouenype 3a pykoBakse CpeACcTBMMAE, Koje Ce OAHOCE Ha OTnoYMHsare W 3aBplueTak npuctyna
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MHMOPMALMOHOM CUCTEMY, NPaBIbebE PE3EepBHUX KOMWja. oApXaBate ONpeme, PyKoBake Hocaumma
nogaTaka, KOHTPOMy MPUCTyna y MpocTOpWje Ca CEepBEpPCKOM WHMPACTPYKTYPOM, KOMYHWKaUWOHOM
onpemMoM K CUMCTEMMME 3a CKNagulTerwse nojaraka, Kao i y crnydajeesvema uamewTarba genosa MKT
cucTema,

Oupektop KnuHuke, nocebHum akTom, Ha npeanor AOMWHUCTPATopa, YCNoCTaBIba pagHe npoueaype koje
cajpKe MHETPYKUMjE 3a AeTarbHo uaspuwense cnegehnx nocnoga:

1) MHECTanauwja u KoHurypauuja cuctema;

2) oBpany v nocTyname ca uHhopMaumjama (ayTomaTeku 1t MaHyernHo);
3) n3papa pesepeHMX Konuja;

4) o6pana saxTesa 32 BPEMEHCKW pacnopes akTUBHOCTH;

5) uspaga MHCTPYKLMja 3a nocTynare y cny4ajy rpeLike unn y apyrum saHpesHUM cuTyalujama Koja mory
fAa HacTaHy y TOKy w3BplUaBama nocna, ykreyuyjyhu orpaHudersa y kopuwhery cuctemckux nomohHux
pyHKUMja;

6) yTepfuBare NUCTE KOHTaKaTa 3a NoAPLUKY U ecknauwjy (Ykrsydyjyfih ekcTepHe KOHTaKTe 3a NoApLLKY) Y
cny4ajy HeoueknBaHKWX ONepaTUBHUX UK TEXHUYKUX NoTellkoha;

7) u3apaga WHCTPYKLMja 33 ynpasreake NOBeprLUBMM nogalnuma;

8) npoueaype 3a NOHOBHO NOKpeTake CUCTEMa W Onopasak, Koje ce KOPWUCTE Y Cry4yajy oTkasa cucTema;
9) ynpasrbawe cUCTEMCKUM 3anvcumMa (noroBuma); v) npoLeaype 3a Haarnejate.

14. O6e3befuBame ucripaeHor U 6e3begHor (pyHKLMOHKCAKA CpeicTaBa 3a o6pany nogaTtaka
Ynawx 59.

AOMUHUCTPATOP KOHTMHYMWPaHO Had3vpe n npoeepaea yHKUWOHMCaE cpeacTaea 3a obpady nogaraka
W ynpasrbajy pusuUumMa koju mMory ytuuati Ha 6esbegHoct UKT cuctema u, y cknagy ca TuMm, nnaHvpa,
04HOCHO npeanaxe avpektopy KnuHuke ogroeapajyhe mepe.

Ynaux 60.

Mpe yeoRewa y pag HOBOr codiTBEpa HEOMNXOAHO j& Aa AOMWUHWCTPATOP HanpaBu KOMuWjy-apxuey
noctojehux nofaraka, y UWrby npunpeme 3a npoleaypy Bpahata Ha NpeTxofHy cTabunHy Bepaujy.

WHcTanuwpate HOBOr cohTBEpA Kao W axypuparse noctojeher, 0AHOCHO WHCTanauuja HoBe Bepauje
cothTBEpa, MOXEe Ce BPLUWTK Ha Ha4YWH KOjK He OMeTa OnepaTUBHI paj 3amoCNeHX-KOPUCHUKA.

Y cnydyajy fa ce Ha HoOBOj Bepawju codTBEpa KojU je yBefdeH Yy onepaTusHW paj npumeTte OuTHU
HEeLOCTauwu Koju Mory ytiuaTtu Ha pag, notpebHo je npumeHuT npoueaypy 3a spahame Ha NpeTxoaHy
cTabwnHy Bepanjy corTeepa.

3a pas3poj u TecTUparse codhTBepa npe yeohewa y pag y WMKT cuctem mopajy ce KOpUCTATY CepBepu U
noJaLn Koju Cy HamereHn TeCTUparsy 1 passojy.

Mpw TecTupawy codteepa, noTpebHo je Aa AamuHucTpaTop obesbegw HeomeTaHo yHKUMoHNcare VKT
cucTema.

3abparseHo je Kopulwhetse cepBepa Koju ce KOpWUCTe Y onepaTtuBHOM pagy 3a TecTupawe copTeepa, Ha
HauKH KOju MOXe Aa 3aycTasu HopmanHo hyHkunoHucamwe MKT cuctema.

Ynawu 61.
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AOMUHUCTPATOP KOHTUHYMpaHo Hagrnena kopuwhetwe pecypca WKT cuctema, nogewaea v npojekTyje y
cknagy ca 3axTeBaHuMm KanauuTeTuma, kako Bu ce ocurypane HeonxogHe nepdopmMaHce cucTema.

MepuognyHo, AoMUHWCTpaTop cnpoBoaw cnegehe akTMBHOCTY:

1) Bpucarbe 3actapenux nogaraka;

2) noBnadewe u3 ynotpebe annvkauwja, cuctema, 6asa nogaraka uim okpyxera;
3) onTUMKU3aUMja ceprje Npoueca U pacnopeaa;

4) opbujarbe N orpaHKYaBake NPOMNYCHOr ONCera ycnyra 3axTeBaHux y norneiy pecypca, ako oHe HUCY
KpUTWYHE 33 NOCNOoBak:E

Ynan 62.
Ypehaju mopajy 6uty sakrsydaHu y TOKY OACYCTBa 3anocneHor ca paga v yralleHun Ha kpajy pagHor aaHa.
USB vnu donew memopuja, CD — ROM v DVD mepujymu mopajy GuTi OAN0KEHW 1 3aKIbyYaHu,
LUinchpe sa npucTyn ypehajuma He cmejy Butu 3anvcade u OCTaBeHe Ha MECTY KOje je NpUcCTynavHo.

Mpunvkom wramnarsa, WTaMnaHy mMaTepwjan Koju cagpi OoCeTIbMBE WHapmauwvje mopa ce ogmax
NpeyseTn ca wWramnada npunvKom WTamnama.

LWTamnaHy maTtepujan koju je HamereH 3a Bauawe, 6e3 ognararwa, Tpeba yHUWTUTI, OAHOCHO O4NOXKUTH
Ha MEcTO Koje ce 3aKiby4yaBa, a Koje je HaMeHeHO 3a oAnarat-e TakeBe BpcTe mMaTtepujana.

15. 3awTKTa NodaTaka u cpeAcTBa 3a obpaay nogartaka of 3roHamMepHor codrTeepa

YnaH 63.

3awWTnTa o4 3noHamepHor cohTBEPa HA MpEXKM CNPOBOAM Ce Y Lurky 3aliTuTe 04 BUpYCca U gpyre BpcTe
3MOHaAMEPHOr KoAa KOJU Yy payyHapcKy Mpexy Mory AOCneTh WHTEPHET KOHEKUUjOM, UMENOM, 3apaeH M
npeHocHum megujuma (USB memopuja, CD nta.), HcTanauujoMm HenvueHunpaHor copTeepa u cn.

3a ycnewuHy 3aWwTnuTy 04 BMpPYCca Ha CBAKOM padvyHapy Ce WHCTanupa aHTUBWPYCHK nporpam.
Ynan 64.

3abparbeHo je 3aycTaBrbame W WCKIbYYWBaKke aHTUBUPYCHOr COMTBEPa TOKOM CKeHUparsa MpeHOCHUX
meawja.

MpeHocusn Meauju, npe kopuhewa, Mopajy BUTW NpPoBEPEHN Ha nMpucycTeo Bupyca. Ako ce yTepau Aa
NPEHOCUBW MeAW| cagpXy BUpyce, yKonuko je To moryhe, Bpwu ce ynwhere mMeguja aHTUBUPYCHUM
cotTBEPOM.

Pusuk op eeeHTyanHor rybutka noparaka npunukom uduwhewa megrija ol BMpyca CHOCW AoHocwunay
meaumja.

Ynau 65.

Y unrey sawTuTe, oaHocHo ynaaa y MKT cuctem KnuHuke ca vHTepHeTa, AOMWHWCTPaTOp je AyxaH Aa
o/pXaBa CUCTEM 3a Cnpevasare ynaaa.

3anocneHvMa-kopucHUUMMa Koju cy npukibyderm Ha WKT cuctem je 3abparkeHo camoctanHo
NPUKIbYYMBabE Ha MHTEPHET (NMPUKIbYYMBaHE NPEKO CONCTBEHOT MOgEMa).

AAMWHUCTPATOPR, MO Hanory avpektopa KnuHUKe, MOXKe YKAHYTIA NMPUCTYN UHTEPHETY y chnyyajy AokasaHe
anoynotpebe WCTOr 04 CTpaHe 3anocreHor-KopUcHMKa.
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3anocnexu- kopucHuun MKT cuctema koju kopucTe MHTEPHET MOpajy 4a Ce NpUAPXKaeajy Mepa 3awTuTte
ol Bupyca W ynaga ca wHtepHeta y WKT cucrem, a csBaky padyHap Ynju ce 3anocreHn-KopucHuk
NpUKIbyYyje Ha uHTepHeT mopa 6uTk ogrosapajyhe nogelueH v 3awTuheH, Npy Yemy NogellaBame BpLUY
ApMuHucTpaTop.

Ynan 66.

Mpunukom kopuwheta uHTepHeETa, 3anocnenun-kophchuk Tpeba nsberasatu cymmwuse WEB ctpaHuue, ¢
oB3upoM Aa NpUCTynare WCTUM MOXe MPOoY3POKOBATUA HENPUMETHO MHCTanWpame LWNWjyHCKUX nporpama
W CNUYHO.

Y cnydajy Qa 3anocnexu-KkopyvcHUK NpuMeTH HeyobuvajeHo noHawawe padyHapa, ucto, Bes ognaraksa,
Tpeba na npujasn AOMWHWCTPATOPRY.

Ynan 67.

Oupekrop KnuHuke, nocebHum aktom, Ha npennor AAMUHUCTRaTOPa, ¥ Wby 3alWThTe of 3roHamepHor
cohTeEpa yonocTaemka cnepehe npoueaype:

1) 3abpaHa kopuwhetrsa HeayTopuaosaHnx coTeEPa;
2) vMnnemMeHTauwnja KOHTpona Koje cnpeYyasajy wiw oTKpuBajy kopuwhere HeoenawheHnx codTBEPa;

3) uMnnemMeHTauuja KoHTpona Koje cripedyasajy wnv OTKpuBajy Kopulwhere Mno3HaTtMxX Wan cymHWBMX
KOMMpoOMUTOBaHNUX web cajTosa;

4) ycnocTtaersamwe thopmanHe npouefype 3awTuTe of pusnka nosBesaHux ca fobujarem aatoTeka u
coTBEPa Ca WM MPEKO UHTEPHET MPEXE UMK Ha HekoM Meauvjymy, ykasyjyhu Ha 3alTuTHe Mepe koje
Tpeba npenyseTn

5) cmatserse pu3nka Koje MoXe fa NpousBese HenpujaTersckm codteep

6) cnpoeofewe penosHUX npevcnuTWBarka codTBEpa W cagpxaja nojaraka y cucTeMmuma  Koju
noapasajy pusndHe nocnosxHe npouece

7) ucnutueame npucycTea Buno kakemx HeonobpeHnx A4aToTeka UNK HeayTOPM30BaHUX AONyHa
8) MHCTanupakwe 1 PefoBHO amypupare COPTBEPa 3a OTKPUBALE 3roHaMepHor cohTEEpa
YnaH 68.

3anocneHuma-kopucHnumma je sabpatbero rnepare unNMoBa W Wrpamke urapa Ha padyHapuma w
"kpcTaperse” WEB cTpaduuama koje cagpke He[onu4aH cagpxaj, Kao U CaMOBOIMbHO Npey3uMare MCTUX
ca VHTepHeTa.

HepoasoreHa ynotpeba nHtepHeTa obyxsata u:

- wHcTanupawe, aucTpubyuujy, ornaliaeake, NPEeHOC WNKM Ha ApYrd HauuH Yukserse OOCTYNHUM
"nupartckux” unu Apyrux copTBEPCKNX NPOW3BOAA KOJU HUCY NULIEHUMWPaHW Ha ogrosapajyhv HauuH;

- Hapylwaeake CUTypHOCTW MpeXe WnW Ha Opyru HauuH oHemoryhasarse MNOCMOBHE WHTEPHET
KOMyHMKaLWje;

- HaMepHO LWWpeHe OEeCTPYKTMBHUX W ONCTPYKTUBHWX NPOrpama Ha WHTEPHETY (MHTEpHeT BUPYCH,
MHTEPHET TPOjaHCKM KOH:M, MHTEPHET LIPBI 1 ApYre BpCTe ManuumosHux copreepa);

- HE03BOILEHO Kopuhere APYLITEEHUX MPeXa 1 ApYrvx MHTEPHET caapXaja Koje je orpaHu4eHo;

- npeysumarse (download) maTepujana 3awTuheHnx ayTopckum Npasmuma;
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- KOpULNerse NMHKOBA KOju HUCY Y B€3W ¢a Nocnom (rnejare hunmosa, ayano 1 BUAEOCTPEAMUHE U C1N.);
- HefO3BOTLEeHM NpPUCTYN caapxajy, npomeHa cagpkaja, Gpucarse wWnu npepaga cagpxaja npeko
WHTEpHETA.

Ykonuko 3anocneHn npegysnmvajy pafHe koje cy 3abpareHe OBUM YraHoM, HYWHEe HenolwToBawe pagHe
AUCUMNINHE.

YnaH 69.

3anocneHMa-kopUCHUUWMA KOjU HeaaeKBaTHAM KopulWhermeM WHTEPHETa Y3pokyjy 3arylwetwe, npekus y
paay wnu Hapywaeajy be3benHocT uHTepHeT mpexe KnuHuke moxe ce, no Hanory gupektopa Knuuuke,
0/Y3ETU NMPABO NPUCTYNa UHTEPHET MPEXMU.

AOMUMHMCTPaTOP je AyXaH Oa 0 HealeksaTHOM kopuviuhewy WHTepHeTa, ogmax no casHary, obasecTu
Anpextopa KnnHnke.

16. 3awTuTta o rybuTka nogaraka

Ynawu 70.

AOMWHUCTPATOP BPLUW W3paay pe3epBHUX Kornuja koje obyxsatajy cucTemcke uHgopmauvje, annukauuje
1 nojaTke Koju cy HeonxoaHw 3a onopaeak Uenoxkynor UKT cuctema y criydajy HacTynawa nocneguua
n3asBaHWx BaHpeAHWM OKOMHOCTUMA.,

Ynau 71.
PesepeHe konuje nHdopMaumja, codTBepa 1M AYNNMKATA CUCTEMA ce peaoBHo uapafyjy u ucnutyjy.

3awTuTHe Konuje 3anocneduma-kopucHuumma obesbefyjy KopucHuuke noaatke, dYHKUMOHANHOCT
cepBMca 1 annukauuvja HakoH yHuWTewa vnu owTehera Koja Cy Hactana ycnej xakepckux Hanajga,
oTKa3a xapaBepa, rpellaka 3anocneHor-kopucH1Ka, NpupoaHux katactpoda u apyrux Hecpeha,

Mop 3awTuTHUM Konujama rnogpasymesa ce wapafueakse pe3epBHUX KOMWja KOPUCHWYKKMX Mopartaka,
KOH(UrypaumoHmx u log dajnoea, kputudHux ajnosa 3a QyHKUWOHWCALE onepaTuBHUX cucTema
(cepBepckMX, KOPUCHUYKMX 1 KOMYHUKaUMOHKMX) MNK Lenux onepaTtwBHUX cuctema, annukauuja, cepsuca
v Base nogartaka.

3awTutHe konwje Tpeba na omoryhe Bp3o u edukacHo Bpahare y dyHkUWy cucTema y cnydajy
HexkerseHnx gorafaja, n ucte Tpeba napahueaTty y BpeMe Kaga ce He yMmatyje pacnonoxmsocT cepsuca,
annukauwja, ba3a nogataka u KomyHukaumuoHux kanauuteta MKT cuctema

Ynan 72.

3a uyBame 3alUTUTHUX KOMWja KOpUCTE ce mpeHocuen WHdopmaTtuukm meauju (CD ROM, DVD, USB,
eKCTEPHUW Xapa AWCK W CM.).

WMapafuBaie 3alWTWTHAX KONWja BPWKW ce Yy cknagy ca noceBHWM akToMm, Koju, Ha npegnor
AOMUHMCTPaTOpa, AOHOCK AMpekTop KnuHuke, y3 carnacHocT YnpasHor ogbopa KnuHuke

Ynan 73.
AKTom K3 ynaHa 72. oeor [NpaBunHWKa Nponucyjy ce:
1) oBum W yMecTanocT u3paga 3aWTUTHUX Konuja
2) Ha4YuMH CKNaguLTersa 3alTUTHKX Komnja y Uurby usberasarma owreherna MeTux

3) meamjyve ca saluTUTHIM Konwjama Tpeba pefosHo NPoBepaBaTh paaw CUrypHOCTU NoaaTaka y ueTUM
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4) y cnydajeBMMa Hapo4uTe BaMHOCTU noaartaka Ha MeaujyMuMa Koju CadpXe 3alTWTHE Konwje, ucTe
Tpeba aawTuTuTn nomohy wWudposara

5) n gpyre npoueaype Koje cy o4 3Ha4yaja 3a YyBarwe 3aluTUTHUX Konuja
Ynau 74.

Y WKT cuctemy KnuHuke dopmupajy ce sanuck o gorahajuma (noroBu) y Besn ca akTUBHOCTMMa
KOPWUCHWKa, rpellkama v gorafajuma y Beaw ca uHdopmaumoHom 6eabeaHolwhy.

Ynau 75.

AOmuHUCTpaTop BoAW AHeBHUKE o gorafajuma u Benexu akTMBHOCTY KOpWUCHMKE, rpelke v gorafaje y
Besu ca HesbenHowhy KT cuctema, koju ce mopajy YyBaTi 1 PELOBHO NPEUCNUTUBATHA.

OresHuun AgMmuHncTpaTopa o gorahajuma cagpxe:

1) vaeHTUhUKATOPE KOPUCHMKE,;

2) aktueHocTn KT cuctema,;

3) paTyme, BpeMe 1 geTarbe Kiby4dHWx gorafaja, HNp. NpujasrbMBakba i OfjaB buBatsa;
4) ngeHTuTeT nnn nokauunjy ypehaja, ako je moryhe, n uaeHTudukaTop cuctema,

5) sanvce o ycnelwHum u oabujeHumM nokywajuma npuctyna UKT cuctemy;

6) 3anuce o ycnewHum 1 og6ujeHnm NokyLlajuma npucTyna nogauvma v pyrum pecypeuma;
7) npomeHe y koHurypauujy VKT cuctema;

8) kopuwwhere npusuneruja;

9) xopuwhere cUucTeMCKUX NOMORHKX hyHKUW|a 1 annukaunja;

10) gaToTeke KojuMa ce NpUCTynano W BPCTe NPUcTyna;

11) mpexHe agpece W NpoToKone;

12) anapme koje je noByguo cucTem 3a KOHTpOony NpUcTyna,

13) aKTMBMparme 1 AeakTuBuparse CUCTemMa 3alTNTe, Kao WTo CY aHTUBMPYCHW CUCTEMK W CUCTEMW 33
OTKpUBar-e ynana.

AOMWHUCTPaTOP He cMe Ja Bpulle unu JeakTueupa AHEBHWKE O CONCTBEHUM aKTUBHOCTMMA.
YnaH 76.

Cpegcrea 3a 3anucuBarse M 3anucaHe wHdopmauuje mopajy Butu sawTtuheHu of Heosnawhewor
Metbara U npucTyna.

3abpareHo je HeoenawheHo yHoweme cnegehux nsmexa:
1) merarke TUNoBa nopyka koje ce 3anucyjy;
2) yHollerse W3MeHa y AaToTeke ca 3anuecuma unv ruxoso Bpucare;

3) npenykaeawe Meauvjyma 3a sanuce, LUTO AOBOAW A0 OTKaza 3anucmearsa porafaja unu ynucueawa
npeko Beh paxunje sanncaHor

UYnan 77.

AKTUMBHOCTW agMuHucTpaTopa u onepatopa WKT cuctema ce 3anucyjy, a 3anucu WTUTE W PeaoBHO
NpencnuTyjy.
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KopvcHULIA NPUMBUIIEroBaHMX KOPUCHWYKWX Hamora ga ynpaerbajy sanucuma Ha onpemw 3a obpagy
MHhOpMaLInja Koja je Nog HUXOBOM AUPEKTHOM KOHTPOMOM, Ha KOjU HauuH ce LUTUTE W Nperneaajy 3anucu
fa 6un ce ogpKana o4roBOPHOCT 3a NPUBMAEroBaHe KOPUCHUKE.

Carosun ceux ogrosapajyhiux cucrema 3a obpasny vHdopmMauwja sawrtute mopajy BUutn CUHXpOHU3OBaHW
no MpUHNYKOM CpeR-eM BpemeHy.
3a uyeawe nogataka o gorahajuma koju mory BuTtu o 3Havaja 3a GeabegHocT UIKT cuctema 3agyxeH je
AoMUHUCTpaTop.

Ynau 78.
AOMUHUCTPATOP chnposogu npouenype kojuma ce obesbefyje KOHTpona wHTErpuTeTa WHCTanupaHor
cohTBEPA M ONEepaTMBHWX CUCTEMa, Y CKnady ca CMepHMUama 3a KOHTPONy npoMeHa v uHcTanauujy
cotpTEEpA.
CmepHULUE 32 KOHTPOMY NMPOMEHa U MCHCTanaukjy cothteepa cy cnegehe:

1) axypupake onepatuBHOr codTeepa, annukaumja, U nporpamckux GubnvoTeka moxe na obasrba
WCKIbYUMBO AAMWHUCTPATOP, Ha OCHOBY oBnawhera anpektopa KnuHuke, ogHocHo osnalheHor nuua.

2) onepatueHK CUCTEMW MOry Aa cCagjpe camo O.EI.OGDEHE W3BpLlHE Kogoee, 04HOCHO He cMejy cagpxarTu
paasojHe KogoBe Unu KoMmnunarope

3) onepaTUBHK CUCTEMCKM coTBEp W annukauuje ce mory UMnnemMeHTpaTh Tek no obaBrbeHom
CNPOBESEHOM WCMUTMBakbY, koje obyxBata WCTWTVMBatke NpUMeHrsuBocTW, BesbegHocTw, yTuuaja Ha
LpYre cUCTEMeE 1 MOro4HOCTY 3a Kopvlwhere n Mopajy ce CpoBOAUTH Ha 3acebHUM CUCTEMUME, OAHOCHO
TECTHUM OKpYKErsUMa;

4) mopajy ce obe3beautn asypuparee ceux ogrosapajyhinx 6ubnuotexka n3sopHux nporpama;

5) npe MMI'IJ'IEMEHTaLLMjE 61MNo  Kakeux npoveHa, Mopa ce& YCnocTaBuTWh CTpaTEFb‘ija noBpeTka Ha
NpeTxoaHo cTake;

6) mopajy ce oApkasaTv 3anukcy 3a MPOBEPYNPUMMKOM axypupara Ha GubnuoTekama onepaTuBHUX
nporpama;

7) Mopajy ce cadyBaTu NpeTxodHe Bep3uje annukatusHor codTsepa Kao Mepy NPefocTPOXHOCTW 3a
HenpeasuheHe cutyauwje

8) mopajy ce apxueupaTtu cTapuje Bepauje coTeepa, 3ajeaHO Ca CBUM NoTpebHUM wHdopMaukjama u
napaMmeTpuma, npoueaypama, getarbuma KoHpurypauuje n coTBEpoM 3a NoApLuKy, CBe 4OK ce noAaumn
YyBajy Ha 3aWTUTHWM KOMWjama — apxuBsi.

MHcTanaumjy v nogeluasare coTeepa MOXe Aa BPLUK UCKIbYUMBO AOMUHUCTPATOR.
Ynau 79.

AgmurucTpatop Bpuyv amanusy WKT cuctema w yTepRyje creneH wanoxeHocty WKT cuctema
noteHumjanHuM BesbenHocHum cnabocTuma, W npegyauma ojgroeapajyhe mMepe koje ce ojHoce Ha
yknareame npenosHatux cnabocty unu NpUMeHy mepa 3alTuTe UCTOr.

Ynawn 80.

AgmuHucTpaTtop BnaroBpemeHo Npukynisa uHopmaumje o TexHnydkiM parusoctuma WKT cuctema kojun
Ce KOpUCTE, BPEAHYJEe M3NOXEHOCT TUM paruBOCTMMAa W npepysuma ogroeapajyhe mepe, ysumarem y
o6aup npunagajyhux pusnka.
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MocebHe uHdopmauuje koje cy noTpebHe 3a NOAPLUKY ynpaerbaka TexHW4kum pamsusoctuma WKT
cuctema obyxearajy npoaasua cothreepa, bpojese Bepanja, Texyhe crtame pasmewTaja, kao n ocobe koje
Cy OQroBOPHE 3a Taj copTREp.

Ynan 81.

AOMuHucTpaTop obaBrba MOCNOBE Yy BE3W Ca ynpaelbarbeM TeXHUYKUM pawusocTuma WKT cuctema,
yKIbyHyjyhv Haa3op, oLUeHy puanka ycnes yTepfeHe pakuBocTyi N NCnpaBke.

YKonuko ce naeHTudimkyjy parsnusocTi koje mory aa yrpose 6esbegHoct MKT cuctema, AgMmunncTparop je
AyXaH ga ogmax W3BplWKM nojelsasara, OJHOCHO WHCTanwpa codTeep koju he OTKNOHWTK yodeHe
paruBOCTH, NPY Yemy ce NPBO y3umajy y pa3MmaTpare CUCTEMIN Ca BUCOKUM PU3NKOM.

CwmepHuue 3a obaerparbe nocnoea M3 crasa 1. oBor unada, nponucyje aupektop KnuHuke nocebHum
aKTom.

Ynan 82.

Ceaku npyvmepak 3alUTWTHE KoMnuje YyBa ce Yy POKY M Ha HauuH Koju je AedWHWCAH 33KOHOM, APYrum
NponucMMa v onLTUM akTuma KnvHuke o ypehuBaty apxuscke rpafie v apxvBCKe AenaTHOCTK.

CBakwu npuMepaKk NpeHOCHOr WHHOPMATUYKOr Meaunja ca 3alWTWTHUM Konmujama-apxusama, mopa 6utu
o3HaueH Bpojem, BpcToM ( HNP. AHEBHA, HEAErbHA, MEeceYHa, roAnlsa), 4aTyMOM U3page Konuje apxuee,
K20 1 MMEHOM 3anocneHor-kopucHUKa Koju je N3BPLUIKO 3alUTUTHO Konupare-apXuBuparse.

3awTuTHe KonWje-apxuee ce uyBajy y NPOCTOPMiM Koja je M3vuku M y cknagy ca mepama koje cy
npegeuiieHe 3akoHOM M APYrAM NponMcKMa Kojum ypefyje apxuscka rpafja v apxvwBcka 4enaTHoCT.

17. Yyear-e noparaka o pgorafjajuma koju mory 6uTH oa 3Havaja 3a 6ezbegHocT KT Cuctema
Unan 83.

CucTem 3a KOHTPOMY W A0jaBy O rpelukama, HeoBnawheHWM akTuBHoOCTUMAa W Ap, Mopa BuTY noaelueH
Tako na oamax obaeelwTasa AgMWHWACTpaTopa, O CBUM HeperynapHuMm akTUBHOCTWMA 3anocneHix-
KOPWCHWKA, NOKYLUAjUMa ynaaa v ynaguma y cucTem.

18. OGeabefuBame MHTerpuTeTa copTBepa 1 onepaTuBHKUX CucTema
Ynax 84.

Y UKT cuctemy moxe fa ce MHCTanupa camo codTBEpP 3a KOjW NocToju Baxeha nuueHua y BNacHAWTBY
KrinHuke, oaHocHo Freeware n Opensource eepsavje.

WHcTanaumnjy u nogewasarse coTBEpa MOXe 4a BpLM caMo AAMWHUCTPaTOop.

MHcTanaumjy W nogellaBsake codTeepa Moxe ga W3BpLWM W Tpehe nuue, y cknagy ca YroBopom o©
HabaBLM, OOHOCHO OApXaBaky codTeepa.

3abpateHo je Ha ypeRajuma nHcTanupare codTeepa Koju mory gosect 4o uanoxeHoctu MKT cuctema
Be3beaoHOCHUM pUsnUMma.

Owpektop KnuHwke nocebHum akTom nponWcyje koje BpcTe copTeepa AAMWHUCTPATOP CMe La
WHCTanupa, o4HOCHO Koje BpcTe codTBEpa MCTM HE CMe Aa UHCTanwupa paau oapxasarka besbegHocTw
KT cucrema.

19. 3auwiTkTa og 3anoynoTpede TexHW4YKMX Ge3begHocHux cnaboctu MKT Cuctema

Ymnan 85.
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AOMUHUCTPETOP HajMake jenHoM MeceuvHo a no notpebu v Yewhe BpLUW aHanu3y OHEBHWKa akTUBHOCTY
(activitylog, history, securitylog, fransactionlog v ap) y umrey naeHTudukayunje noreHumjanHux cnabocru
WUKT cucrema.

Yronwko ce uaeHtudnkyjy cnabocti koje mory ga yrpose BesbegHoct MKT cucrema, AgMmuHucTparop je
ayxaHd ga ogmax W3BpLIM noaelsaBara, OQHOCHO WHCTanvWpa codTBep Koju fie OTKMOHWTIA youeHe
cnabocTu.

AnmuHucTpaTop Tpeba ga nogellagatk-eMm KOPMCHWYKUX Hanora, oHemoryhiu HeosnaluheHo MHCTanupame
coghTBEPA KOjii MOXE AOBECTW 40 yrpoxasarwa GesbegHocTn VKT cuctema.

20. OGeabefjuBare pa akTMBHOCTM Ha peBuzuju WMKT cuctema mmajy wTo mawu yruuaj Ha
thyHKUMOHUCAHE UCTOT

Ynawu 86.
Pesnsmja VKT cuctema ce mopa BplUMTW Tako Aa vma LUTO Mari yTULUa] Ha MOCMNoBHE npoiece
KOPWUCHWKa-3an0oCMNeHuX.

YKOonuko To Huje moryhe y pagHo Bpeme, OHAa Ce BpLUW HAKOH 3aBpLUETKa pafHOr BpEMEHa KOpUCHMKa-
3anocneHux, 4Yuju Bu nocrioBHw npouec Buo omeTaH, y3 NpPeTxXogHy nucady carnacHocT AupekTopa
KnuHuke.

21. 3amTKTa NogaTaka y KOMYHMKaUMOHKWM MpeXxama Viobyuyjyhu ypefiaje u BosioBe

Ynan 87.

KomyHukaumoHn kabnoeu v kabrosu 3a Hanajare Mopajy GUTW NMocTaBrbeHW Y 3MAY WK KaHanuuama,
Tako Aa ce oHemoryhin HeoenawheH NpUcTyn, 0AHOCHD A3 Ce W3BpLUW k3onauuwja og Moryher owTeheta.

Kabnoswu 3a Hanajare ce oABajajy o4 KOMyHWKaLuoHux kabnosa ga 6u ce cnpeyvne cMeTHE.
MpexxHa onpema (switch, router, firewall) ce mopa HanaanTy y 3akiby4aHom rack opmaHy.

AIMUHUCTPATOP je AykKaH Oa CTanHo BPLUM KOHTPOMHM Nperfies MpexHe onpeve u BriaroBpeMeHo
npeay3uma Mepe y Lrby OTKNakarka eBEHTYanHWX HernpaBunHOCTU.

AOMUHWCTPATOP KOHTponuwe HecoBnawherwo npukrbyqerse ypehaja Ha kabnose TexHWYKMM
MpeTpaxueamem U (U3MYKOM NPOBEPOM, kao W HeoBnawheHw MpucTyn A0 passofHux Tabnu w vy
npocTopuje ca kabnoeuma.

BexuuHa mpexa kojy Mory Aa kopucTe nocetwouu objekaTta y HaanexHoctv KnwuHuke, mopa 6Gutu
O[BOjEHA O WHTEPHE MPEeXe KOjy KOPWCTE KOPWUCHWUW 3anocneHu y KrhuHWuu v Kpo3 Kojy ce BpLIn
pasmeHa cnyxberux nogaraka.

Y mpexama y kojuma cy mefiycobHo pasasojeHe rpyne MHMOPMAaLMOHUX YCNyra, KOpUCHWKa W cUCTEMUN
ALMWHUCTPATOP j& OAroBOpaH 3a yNpaBrbate MPEeXoM U LyXaH je fa cTanHo BpLliy KOHTPOMHW npernes
MpexHe onpeme W BnaroBpemMeHo npeayauMa Mepe Yy uursy oTkNakbakba eBeHTyanHuxX HernpasunHocTH
HCTE.

22. Murana nHpopmauuoHe 6e36eaHOCTU Yy OKBUPY YNpaBibaka CBUM (dazamMa UMBOTHON UMKnyca
WKT cucrema ogHocHO genosa Cucrema

YnaH 88.

Y okeupy sxusoTHoOr uuknyca MKT cuctema KnuHuke, koju ykrsyuyje dase koHuunupama, cneuudukauuje,
MpojekToBatka, pasBujaka, TecTUpaksa, MMnnemeHTauuje, kopuwhera, oppkasawa U Nosrayewa w3
ynoTtpebe, avpekTop KnuHuke v AgMUHNCTPaTop ¢y AyxHW AOa obesbepge mHpopmauymory BesbegHocT y
cBakoj thaan.
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Mutarse Ge3begHocTn ce aHanuaupa y panum dasama npojekata WKT cuctema.
Ynan 89.

Moctojehu pecypcu WKT cuctema ce oppxaeajy kako ©w ce ocurypani teHa Henpekugda
pacnonoXuBOCT W HENOBPEANBOCT, W TO Tako wto ce UMKT cuctem, OAHOCHO BENOBU WUCTOr ofpxKasa y
cknagy ca npenopyyeHnm CEpBUCHUM MHTEpBanuma u npema cneuudukaunjama koje je gao npowssohay,
OAHOCHD UCNopy4YnnaL, UCTUX.

YUnmax 90.

HayuH nHeTanupama HoBMX, 3aMeHa W oapxasare nocrojehux pecypca KT cuctema of ctpaHe tpehux
nvua koja Mucy sanocneHa y KnuHuum, Guhe gedumHucad yroeopom koju he Butk cknonrbed ca TuM
nunmMa.

AOMUHWUCTPATOP [& 3afyXeH 3a TEeXHWYKM Hapsop Hafj peanusauujom yrosopeHux obasesa of cTpaHe
Tpehux nuua.

QO ycnoctaersaky Hosor MKT cuctema, ogHocHO ysofjersy HOBUX OEnosBa v m3ameHama nocTojehmnx
nenosa VKT cuctema AamuHucTpaTop Boaun ogrosapajyhy gokymeHtauujy.

HokymeHTauwmja n3 ctasa 3. 0BOr YnaHa, Mopa Aa cadpxM onuce cBWx npouegypa a nocebHo npoueaypa
Koje ce oaHoce Ha BeabepHocT MKT cuctema.

23. 3awTMTa NopaTtaka Koju ce KopwcTe 3a noTpebe TecTupara MKT cuctema ogHocHo genoea MKT
cucrtema

Ynax 91.

3a notpebe Tectnpara UKT cucTema ogHOCHO genoBa cuctema, AOMWUHWUCTPATOP MOXE A3 KOPUCTH
MOAATKE KOjWU HUCY OCETIbUBY, KOje LWTUTK, YyBa 1 KOHTpOnuLLE Ha ogrosapajyfim HauuH.

MpUnuKkoM TecTuparsa cMcTemMa, NoAaLW Koju cy 03Ha4YeHW 03HaKOM TajHOCTW, OAHOCHO K30 MOBEprbUsH
Nogaly, unv cy y NuTary NUYHW NogauW, UCTK Mopajy BuTh 3awTuhedn n AQMUHUCTPaTOpP OAroBapa 3a
Takee MNojaTke y cknagy ca nponucuMa kojuma je hgedbuHucaHa ynoTpeba M 3awTUTa Takse BpCTe
nogaraka.

25, AHanu3a u cneuMcpukaymja 3axTeea 3a ndpopmaumoHy 6eabegHocT
Ynaun 92,

Y aaxteBe 3a HoBe WKT cucteme unu sa noborbuiarse noctojehux VKT cuctema mopajy Butin yirbydYeHu
3axTeBu Koju ce ofHoce Ha uHbopmauuory BesbepgHOCT W OHWM Cy CacTaBHW A0 yrosopa o Habasuw,
Moaucbukaunju n ogpxKasaky UCTor.

BaxTeru 3a nHGopmaumoHy 6e3beaHoct MKT cucTema yrrsy4yjy:

1) MpoBepy nOeHTUTETa KOPUCHWKA;

2) JocTynHOCT, NOBEPIEUBOCT, HENOPEUMBOCT Y UHTETPUTET NOAATaka U UMOBUHE;
3) Hagrnegarme nocnoBHUX npoueca;

4) Omoryhaearwe npucTyna y3 nposepy BEpOAOCTOJHOCTW 3a MOCMOBHE, NPUBUMEroBaHE v TexHW4Ke
KOPUCHUKE.

Cneuyndpukaumnja saxTesa obyxsara koHTpony koja he Butw yeegeHa y WKT cuctem, koja mopa GuUTH
NpUMereHa Npu BpeAHOBaky pPa3BUjEHMX WMWK KYNIbEHUX NakeTa codTeepa, HaMeHEHWX 3a NOCNOBHE
annukauuje.
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Cuctemckin 3axTesn 3a WHpopmaumoHy BesbeaHocT v npoueck 3a yeohekse BGeabegHocTy ce uHTerpuLy
y thasu gusajHmparsa WKT cuctema.

®opmanHo TecTUpare W npouec wMmnneMmeHTauuje he ce NPUMEHMUBATW 3a CBE KynrbeHe fgenoee WVIKT
CHCTEMA, OAHOCHO MPOV3BOZE.

Y yroeopy ca u3BofayeM, OAHOCHO ucnopyduouem kynreeHux paenosa MKT cuctema, ogHocHo
npouagoaa, nocebHo ce aethHULLY 3axTeBu 3a MHopMaumoHy GesbegHocT.

Y cnydajy na 6esbegHocHa yHKUMOHanHoCT npeanoxexor gena VKT cuctema, ogHOCHO Npou3soaa He
3an0BoSbaBa ogapeReH 3axTes, puank 1 noeesade koHTpone he BUTK NpencnuTaHe Npe KynoBuHe WCTOr.

26. 3awTWMTa NogaTtaka Koju ce Kkopucrte 3a norpebe rvectupawsa WKT cucrema ogHocHo penoea
cucTema

Ynau 93.

Tectupare VKT cuctema MOXe BpLIMTW camo AOMUHWCTPATOP, oAHocHO Tpeha muua npyxaolu ycnyra
3a koje nocroju yrosopom geduHucad npuctyn VKT cuctemy (y Aarbem TEKCTY OBOr 4naHa 3ajegHuyky
Ha3uB: ADMUHUCTPATOP).

Tectupatse WMKT cucTema, oAHOCHO [enoBa cuctema, AOMMHWCTPATOPY je H03BOSbEHO jnof YCNnoBOM
noTnyHe ripumeHe cenx GeabelHOCHWX Mepa HaBeaeHNX Y OBOM YnaHy.

3a notpebe ucnuTuBamwa W TecTuparea VKT cucTema, OAHOCHO fgenoBa cuctema, AgMUHUACTpaTOp
uaberasa kopuwherwe onepaTtuBHWX Modartaka Kojlu caapxe nuuHe nojartke wnu Guno Koje apyre
noseproee nodaTke W MHopMauuje Ha OCHOBY Kojux je moryhe WaeHTWdUKOBaTW nojefuHavHor
KOPUCHMKa 30PaBCTBEHWX YCNyra, HEroBOr 3aKOHCKOr 3acTynHWka, aariocneHor, fobaereaya, aanocneHor
unn op.

YKonuko ce 3a cepxy ucnutuvearea VKT cucTema kopucTe MUYHKM Mojauy Whv HeKe Apyre noBeprbuBe
nHhopmauuje, AgMmuHucTpartop je aAyxad aa obesbenu Aa ceBW oceTrbuBM noaauu v uHdopmaumnje npe
kopuwhewa WTUTE AHOHMMMU3ALMOM MUYHMX NodaTaka, yknararem cagpxaja unM UsMeHoMm TekcTa
canpxaja y npeAMeTHOM Jeny.

3a nojartke Koju cy 03HaUeHW 03HAKOM TajHOCTM, OAHOCHO CnyxGeHOCTI Kao NOBEepPsbUBY NoAaLK, Unun cy
nofauu o NUYHOCTM KopuwheHn npunukom Tectuparwa MKT cucTema, oAroBopaH je  AOMWHWUCTPaTOop,
0HOCHO APYro 3anocneHo Wnu pagHo aHraxoBaHo nuue y KnuHuum, y cknagy ca rponucuMa kojuma je
fAeduHucaxa ynotpeba v 3alWTHTa Takee BPCTe nojaraka.

3a notpebe Tectupara VKT cuctema ogHocHe genosa VIKT cuctema, AGMUHACTPATOP MOXE Aa KOpWUCTY
NoAAaTKE KOjU HACY OCETIBMBI, KOje LWTUTK, UyBa U KOHTpOnWLwe Ha ogrosapajyhin HauuH.

Mpunukom TecTuparsa anfuKaTMBHUX cucTema, AAMWHWCTPaTop NpuMEtsyje AoAaTHe npoueaype 3a
KOHTPOMY MPUCTYNa nyTem usnuke 3aliTuTe ¥ TIPUMEHOM KpunTorpadckux wmepa 3a 3sawTuty WKT
cucTeMa v nojartaka o HeoenawheHUx NPUCTYNa, a Koje ce NpUMeksyjy n Ha OnNepaTMBHUM CUCTEMUMA.

27. 3awTuTa cpeacTaga onepartopa MKT cuctema koja cy AOCTYyNHA npyxaounma ycnyra
YnaH 94.

Tpeha nuua-npyxaouw ycnyra, mMory npucTynuty nofauuma koju ce Hanase y Basama nogataka MKT
cMCTEMa CamMO Ha OCHOBY YrOBOPOM AethWHWCAHOr MpUCTYna MCTUM, NpW Yemy Takew yrosopu mopajy
cagpxartu oapeaby o 3alWTUTI U YyBamy NOBEPIBEMBOCTU MHDOPMaLKja, NogaTaka U AoKyMeHTauwje.

Tpeha nuua-npy)aouw ycnyra umajy npaso Ha npuctyn wHgopMauunjama koje cy kpajike HeonxogHe 3a
npyxare NpeaMeTHe ycnyre Koja je yrosopeHa ca KnuHukom.
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AAMUHWCTpaTOp ycrnocTasrba KoHTpony GesbegHocTn MHdoOpMauuja kKoje ce oJHoce Ha rpouece u
npoueaype koje he cnpoBoguTh Tpeha nuua-npyxaouu yenyra:

1) wupeHTudbnkosare W OOKyMeHTOBarbe BpcTe Tpehux nuua-npyxaoua ycnyra kojuma he
AOMWHMCTPaTOP LO3BONWTH Aa NPUCTYN WHhopmauujama;

2) cTaHAapav3oBaHu NpoLec 3a ynpasreaie ogHocuma vamely Tpehux nuua-npyxaoua yenyra;

3) medwHucare BpcTa WHhopmaumja koje hie pasznuunuTum TUNoBuma Tpehwux nuua-npyskaoua ycnyra
BuTn ao3sorbeHo pagu npucTynaka, npahera 1 KOHTPONe NpucTyna;

4) MyHUManHw 3axTesn 3a beabeaHocT HOpMaLMja 3a cBaky BPCTY UHhopMaLuja W BpCTY NPUCTYNa;

5) npouecw 1 npougnype 3a npahewe npuapxasawa yrepheHnx saxTesa 3a 6eabefHOCT 3a CBaky BPCTY
Tpehux nuua-npyxaoua ycnyra n BpCTy NPUCTyNa;

6) KoHTpore 3a ocurypare UHTErpuTeTa WHMoOpMauuja nnu obpage rHdopmaunja kojy obesbefyje Guno
Koja cTpaHa;

7) nocTynawe ca WHUMAEHTUMA W HenpeasuheHUM cuTyalujama Koje cy Y Beaw ca npucTynom npyxaoua
yecnyra, ykrbyyyjyhn ogroBopHocTy 1 opraHunaauuje 1 Tpehux nuua-npysxaola yenyra;

8) ynpaBrbatbe HEOnXOAHWM npoMeHama WHdopmMauwja, onpeMe 3a obpaady wHdopmauuwja u ceera
ocranor wro Tpeba ga ce npemewTa W ocurypare ga ce GeabeaHocT MHbOpMaUnja oApXKasa TOKOM
npenasHor rep1oaa.

AaMuHWCTpaTop je 04TOBOPaH 3a KCHTPOMY NpUCTyna v Hag3op Haj M3BpLUerem yrosopeHux obasesa of
cTpaHe Tpehux nuua-npyxaoua ycnyra, kao v 3a nowTosarke ogpeabun osor MNpaBunHnka KojiMa cy Takee
aKTUBHOCTW AedvHWUCaHE.

Ynan 95.

Yroeop ca Tpehum rnuvuem-npyxxaouem ycnyra mopa jAa cagpiu ogpenby o sawTutu mogaraka,
WHdopMaLumnja u AoKyMeHTauwje, kao W ga AOCTaBIbeHe UMW Ha APYrM HauvyuH yYukseHe AOCTYMHUM
wHdopMaLje 1 nogauy mory Buth KopulREeHn UCKIbYYWBO Ha Ha4YMH Koju je npeTxodHo ogoBpeH og
cTpaHe AOMUHWCTpaTtopa, a 3a notpebe naspluetba npeameTa yrosopa.

Yrosop ca Tpefum nuuem-npyxxaouem ycrnyra Mopa Aa cagpxu ogpeily 0 HakHafe LUTeTe Y KOPUCT Y
Knunuke y cnyyajy noepeae ogpeabe us crasa 1 oBor unaHa o cTpada Tpeher nuuya-npyaoua ycnyra.

Tpeha nuua-npyxaoun ycnyra gyxHi cy ga saxteee KnuHuke y nornegy 6eazbegHoctu uHchopmauwja
npeasuie ogpenbava yroBopa Koju Cy 3akrbyduni ca CBOjUM NOAYyrosapauuma 3a Jo4aTHEe yoryre unw
npouasoae.

28. OgpxaBare yroeopeHor HuBoa wHdgpopmaumoHe 6e3BeaHOCTU U NPYXKEHKUX ycnyra y cknagy ca
YCNOBMMA KOjU CY YTOBOpEHM ca npyxaouem ycnyra

Ynan 96.

AQMUHUCTPaTOP | OAroBOPaH 3a Haj30p 'Han rnolwToBakem yroBopeHux obasesa of cTpaHe Tpehunx
nuua-npyxaoua ycnyra koju ce ogHoce Ha MKT cuctem KnuHuke, a nocebHo y obnactu nowtoBaka
oapenbn kojuma je pedmHucaHa BeabeaHocT pecypca MKT cuctema.

AIMUHUCTPATOP je AyXaH A3 PeAoBHO NpaTh, aHanu3npa, NPpencnuTyje 1 NpoBepaea WIBpLUEHe yoryre u
ycarnaweHoCcT ca YroBOPEHWM YCNyrama, LITO HapoquTO NoApasyMeBa Npernefarse 1 Npeucriutusare
M3BplLUaBarLe ycnyra y cknagy ca ycriosuma us yrosopa y sesu ca besbegHowhy nHthopmMaumja, Bpllere
OleHe KBanuTeTa W3BplUEHE W caobpasHOCTW YroBOpeHe ycnyre;, PenoBHO W3BeluTaBarke WU
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obapeluTaBarwe avpekTopa KrnuHuke o uctom, kako 6m avpektop KnuHuke morao ga npegysme mepe y
UWAIBY OTKNEHarka HenpasuHocTI.

AOMVHMCTPaTOP je AyXaH Aa oApXasa NoTNyHY KOHTPOMy Hal CnpoBofereM ycryra n ocurypasa ysuj y
CBE oceTrbuBe Unu kpuThuHe BeabegHocHe WHdopmaluwje W apyra cpeactea 3a ofpagy vHbopmauuja
kojuma Tpeha Nuua-npykuoumn yeryra npucTynajy, koje npouecyvpajy unu kojuma yrpasreajy v ap.

Mpunukom Hazsopa Haj U3BpLIEHEeM KBanuteTa W caobpa3HocTh YroBOpeHe ycnyre, AAMUHWCTPaTOp
npoeepaea ga nu Tpehe nuue-npyxanal ycnyre safoBorbasa CBE KpuTepujyme kojn cy Bunm of
npecygHor aHayaja npunukom uabopa, ykrsydyjyfiiv obum u KBanuTeT ycryre, Kao M Aa ce y Toky nocTynka
U3BpLLEHE YCNyre Moxe yTulartu Ha noborsliarse KBanuTeTa ycnyre unv HayvHa v obuma u3Bpuwersa, y
cknady ca yrepheHum cteapHum notpebama UKT cuctema KnnHuke.

Ynawu 97.

Y nocTynky esanyauuje keanuteta n obuma npyxeHe ycnyre y ogHOCY Ha YroBopeHy, AgMUHMCTpaTop je
ADyXKaH Aa NpuKyny CBe penesaHTHe YnkseHule, NOAaTKE ¥ AOKYMEeHTaUW]y ¥ B3V ca U3BpLUeHeM ycryre,
Kao W NPUKYNY NOAATKE Of HENOCPeAHWX, KpajisuX KOPUCHKUKA y BE3W ca npedMeTom ycnyre. EBanyauwja
ce MOXEe W3BpLIMTU Ccnarbem YNUTHWKa, pasroBopoM ca w3abpaHum nojeauHUUMa wuni Ha OCHOBY
aHKeTUPatba NYTEM ENETPOHCKE MOLITE.

29, MpeBeHuMja U pearoBake Ha GezbefgHoCHe MHUKAGHTe, WITO NOApa3yMeBa afeKkBaTHY paiMeHy
undopmauuja o 6e3begHocHum cnaboctuma MKT cucTema, MHUMOEHTUMA U NpeTHama

Ynan 98.

Y cnyudajy 61no kaksor MHUKMAEHTa Koju Moxe Aa yrpoan GesbegHocT pecypca MKT cuctema, 3anocneHi-
KOPWCHWK je AyxaH ja o Tome ogmax obasectn AgMmHUCTpaTopa.

Mo npujemy npujase AdmuHWCTPaTOP je AyxaH ga oamax obasectm pupexTopa KnuHuke w npeaysme
Mepe y uurby sawTute pecypca VKT cuctema.

Ykonuko ce paau o WHUMAEHTY Koju je paetbuHwucaH y cknagy ca Ypenbom o nocTynky AocTasrbaka
nofaTtaka, nUCcTW, BpCTama W 3Havajy umHumuaesdaTa v nocTynky obasewTaBawa 0 WHUMAEHTUMA Y
MHDOPMALIVOHO-KOMYHUKAUMOHUM cucTeMuma of nocebHor 3Havaja ("Cn. rmacHuk PC", 6p, 94/2016),
AOMVMHUCTpATOp, je AyXaH aa nopes aupektopa KnuHuke obasecTw HaaneXHu opraH AetuHrcaH oBoM
ypenbom v NoBepeHuka 3a vAMOpPMaLUWe of jaBHOr 3Ha4aja U 3aluTUTy nojaTaka o NMYHOCTW Ha OCHOBY
3akoHa 0 3aWTUTK Nnogaraka o nuyHocTy ("Cn. rnacHuk PC", Bp. 87/2018).

AOMUHACTPaTOP BOAM EBWAEHUM)Y O CBUM WHUMOEHTUMA, Kao W npujasama wHUuAeHaTa, y cknagy ca
ypenbom 13 cTasa 3. OBOr YnaHa, Ha OCHOBY KOje ce, MPOTMB Nvua OATOBOPHOr 3a WHUMAEHT, Mory Aa ce
BOAE AUCLIMMANHCKN, NPeKpLUajH UMy KPUBUYHW NOCTYNLA.

Ynan 99.
Y cnyvajy 6uno kakeor WHUMAEHTA Kkoju Mmoxe ga yrpo3m 6GesbeaHoct pecypca WKT cuctema,
AOMUHWCTPATOP je AYXaH Aa ce NpuapXaea npoueaypa:

1) 8a npunpemy 1 nnaHupate oirosopa Ha GeabefoHOCHe MHUNAEHTE

2) 3a Haarneaaree, JeTekumjy, aHanusy n nssextasawe o 6e3beoHOCHUM MHUMAEHTUMA

3) 3a 3anucuBake aKTUBHOCTW Y OKBUPY yrpasrbara 6e3te JOHOCHUM MHUMAEHTMA

4) 3a ouersuBabe U ognyyusame o beabeqoHOCHUM MHUMAEHTUMA ¥ okBupy BeabeaHocTu uHpopMmauuja
1 ouewmBatba cnaboctu y nornegy besbegrHocTin Hb pMaLnja

5) 3a ogroeapatrke Ha 6e3begoHOCHe MHUKWOEHTE, ONopasak o4 UCTUX
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6) Yy uurey npeseHunje oa 6GesbepHocHux pusvka obesbefyje Buwe (pasnUuuUTUX W ApYradnjux)
MEXHM3aMa 3a KOMYHUKauujy 1 koopanHauuy y crnyvajy Hapywasarwa 6esbegHocT, kao wro cy, usmehy
octranor, ocbesbefueate koHTaKT WHopmauwja (Bpoj TenedoHa, enekTpoHcka agpeca) nojeavHaua vy
okeupy KnuHuke v BaH e, cuctem 3a npahewe npobnema, wudposanu codTeep Koju 6u Buo kopuluheH
0/ cTpaHe nojeauHaua y oksupy KrnuHuke, nocebHy ocurypaHy npocTOpujy 3a JyBake nogaraka w
cknaguluTetse NoBeprLMBOr Marepujana.

Ovpektop KnuHuke peduHuwe npoueaype 3a waeHTUdUKauWjy, cakynibare, HabaBKky W uyBare
uHhopMaLKja koje Mory Ja criyxe Kao AoKa3 y cnydajy nokpeTarba AWCLUMANWHCKOT, NpekpluajHor unu
KPUBMYHOr NOCTYMNKa, A0K AQMUHUCTPATOP NpUMetsYje UcTe.

30. Mepe koje obezbehyjy koHTUHYUTeT 06aBrLakwa nocna y BaHpegHUuM OKONMHOCTUMA
Ynawn 100.

AdvmuHucTpaTop npumersyje mepe koje obeabefyjy koHTMHywWTeT obaBrbatba nocna y BaHpenHUm
okonHocTuma, kako Bu WMKT cuctem y wwro kpahem poky 610 y dyHKUMOHANHOM cTakby, a Koje cy
nponucade MnaHom 3a obeabeflerwe KOHTUHYUTETa nocnoBaka W [nNaHoM ONOpaBKa 0f HEeXerbeHux
norafaja UKT cuctema.

MnaH 3a obeabehere KOHTUHYWTETA nocnoBakwa 3a xapasepcke komnoweHTe WKT cuctema Tpeba aa
obyxsaTu cnegehe:

1) AOKyMeHTaUujy 3a noruykni 1 hsndkn aujarpam v Konuje npojexkara;

2) 3alITUTHE Konuje KoHpUrypucarux dajfioea 1 onepaTtMeHOr cucTema akTueHux ypefaja
3) yHanpep npunpemsbeHe KoHpUrypauuje 3a pasnnynte cueHapuje

4) n3pagy 3alTUTHUX Konwja

[TnaH onopaska o HexerseHux gorafaja Tpeba ga obyxeatk cnenehe:

1) npouewsuBare HAJKPUTUUHWMX annukauuja, nojataka, KoH(UrypauuoHwx dajnoBa M CUCTEMCKM
cotbTBep 3a Kkoju Tpeba HanpaBuTH 3alUTUTHE Konwje

2) 0ApEeANT MECTO YyBaa 3aLUTUTHIX KOMuja

3) oapeanTn Hosy nokauunjy 3a paag WKT cuctema, y cnyyajy HemoryRHOCTU paja Ha OCHOBHOj Nokauwmju,
Kao 1 ogpefuBarse paqyHapa koju he npuspemeHo o6aerbaTtii NOCNOBE CepBepa 40 NOHOBHOT CTaBbaka

cepsepa y (yHKUM]y

4) HasecTu rofjaTke 0 3anocneHuma, OAHOCHO APYrMM nuuuma koju hie Buty avra)oBaHu Ha OTKMakaky
nocneguua HexerseHnx gorafaja

5) oApeAWTH U3BOPE HEMPEeKUAHOr Hanajara enekTpUYHOM EHeprujom

6) nocTojare AOKYMeHTauwvje 3a cepsuce, annukayuje u Baze noparaka

7) npoueaype nHEcTanauuje u koHdburyprcara cepeuca, annukauvja u 6asa nogaraka

8) mecTo vyBarba UHCTanauwja cepsuca, annukauuja, 6asa nogaraka v 3aWTUTHWX KOMNWja nogaraka

9) passmjeHe n ofobpeHe QOKYMEHTOBaHE NNaHOBE, OArOBOPE WM MNpouegype 3a onopasak, a HapouuTo Y
nornefy opraWusauuje ynpasrbarea gorafajuma koju yapokyjy nopemehaje u ogpxasatba BesbegHoctn
nHopMaumnja KnuHuke

27



lll. Uamena NpaBunHuka o GesbegHocTr
Ynau 101.

Y cnyyqajy HacTaHka rfpomMeHa Koje MOory HacTyrnuTi ycnen TeXHUUKO-TEXHOMOLWKMX, KagpoBCKWX,
opraHusaumorux npomena y WMKT cuctemy n aorafaja Ha rnobanHoMm M HauwoHanHoM HUBOY Koju mory
HapywuT uxgopmauuoHy BeabegHoeT, AgMUHUCTPaTop je AyxaH Aa obasecTu aupekTopa Knuxuke y
nwvcaxoj hopmu, kako B ce MOrno NPUCTYNUTY M3meHu osor MpasunHuka, y uursy yHanpehewe mepa
3alWTUTe, HaYMHa 1 Npolenypa nocTusara v ofipaBara afjekeaTHor HuBoa besbesHocT MKT cuctema,
Kao u npercnuTUBarse opnawherwa n 0AroBopHOCTH y Bean ca 6esbepHouihy 1 pecypceuma MKT cuctema.

IV. Mpoeepa UKT Cuctema
Ynan102.
[Mpoeepy MKT cuctema splun AAMUHUCTPATOP.
AOMWHUCTPATOP j& AyXaH A2 HajMarse jeaHOM rogulie n3splum nposepy MIKT cuctema.

O unaspLueHoj NpoBepu AOMWHUCTPATOP CauylHtbaBa M3BELUTa] U UCTK AocTasrba aupektopy KnuHinke.

V. Cappxaj uasewTtaja o npoeepu UKT Cuctema
Ynan 103.
WMseewrTaj o nposepun MKT cuctema, 13 YnaHa cagpxu:
1) Haaue onepatopa UKT cuctema koju ce npoeepasa;
2) Bpeme nposepe;
3) nopgauun o nuLMMa Koja cy spLivna nposepy,;
4) u3selUTaj 0 CNpPoBEeAEHIM paAHama NpoBepe;

5) szakrpyuke no nuTawy ycknahexoctu [pasunHuka o Besbegroctn MKT cuctema ca nponucaHum
YyCnoBmma;

6) 3aKkrbyuke Mo NUTatby aAeKBaTHe NpUMeHe npeaBnfieHux Mepa 3aliThTe y onepaTvBHOM pagy;

7) 3aKrbydKke no nuTawy epeHTyanHux GeabeaHocHux cnabocTii Ha HUBOY TEXHWYKNX KapakTEPUCTWKAa
komnoHeHTn KT cuctema;

8) oueHa ykynHor HUBoa nHdopmalmoHe BesbegHocTu;
9) npeanor eBeHTYanHuX KOPEeKTUBHUX Mepa;
10) noTnMc oAroBOpHOr nNkiia koje je cnposeno nposepy VKT cuctema.

VI, Mpenazxe 1 3aBpwHe ogpende
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Ynan 104.

OBaj NpaBuIHWK cTyna Ha cHary n npumetsyje ce of 8 (ocmor) gada of AaHa objaBrbiBarba Ha ornacHoj
Tabnu KnuHuke,

Mpencennuk YnpasHor onbopa
Mpodp. aop MNpenpar CtankoBuh
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